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Web Application Report

Scan Name: evsapi-qa.nci.nih.gov evsapi42

Scanned Host(s)

Host Operating System Web Server Application Server

evsapi-qa.nci.nih.gov Apache

Content

This report contains the following sections:

• Executive Summary

• Detailed Security Issues

• Remediation Tasks

• Application Data

• Application URLs

• Advisories & Fix Recommendations
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Executive SummaryExecutive SummaryExecutive SummaryExecutive Summary

Test Policy

• *Default (Modified)

Security Risks

Following are the security risks that appeared most often in the application.  To explore which issues 
included these risks, please refer to the 'Detailed Security Issues' section in this report.

• It is possible to retrieve the source code of server-side scripts, which may expose the application 
logic and other sensitive information such as usernames and passwords

• It is possible to upload, modify or delete web pages, scripts and files on the web server

Vulnerable URLs

23% of the URLs had test results that included security issues.

Vulnerable URLs (23% )

Not vulnerable URLs (77% )

Scanned URLs

142 URLs were scanned by AppScan.

Security Issue Possible Causes

Following are the most common causes for the security issues found in the application. The causes below 
are those that repeated in the maximal number of issues. To explore which issues included these causes, 
please refer to the 'Detailed Security Issues' section in this report.
• Debugging information was left by the programmer in web pages

• Latest patches or hotfixes for 3rd. party products were not installed

• Temporary files were left in production environment

• The web server or application server are configured in an insecure way

URLs with the Most Security Issues (number issues)

• http://evsapi-qa.nci.nih.gov/evsapi42/  (1)

• http://evsapi-qa.nci.nih.gov/evsapi42/docs/  (1)

• http://evsapi-qa.nci.nih.gov/evsapi42/docs/gov/  (1)

• http://evsapi-qa.nci.nih.gov/evsapi42/docs/gov/nih/  (1)
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• http://evsapi-qa.nci.nih.gov/evsapi42/docs/gov/nih/nci/  (1)

Security Issues per Host

Hosts High Medium Low Informational Total

http://evsapi-
qa.nci.nih.gov/

0 19 0 12 31

Total 0 19 0 12 31
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Security Issue Distribution per Threat Class

The following is a list of the security issues, distributed by Threat Class.

Authentication: Brute Force

Authentication: Insufficient Authentication

Authorization: Credential/Session Prediction

Authorization: Insufficient Authorization

Authorization: Insufficient Session Expiration

Authorization: Session Fixation

Client-side Attacks: Content Spoofing

Client-side Attacks: Cross-site Scripting

Command Execution: Buffer Overflow

Command Execution: Format String Attack

Command Execution: LDAP Injection

Command Execution: OS Commanding

Command Execution: SQL Injection

Command Execution: SSI Injection

Command Execution: XPath Injection

Information Disclosure: Directory Indexing

Information Disclosure: Information Leakage

Information Disclosure: Path Traversal

Information Disclosure: Predictable Resource Location

Logical Attacks: Abuse of Functionality

Logical Attacks: Denial of Service

Application Privacy Tests

Application Quality Tests

0 5 10 15 20
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Security Issue Cause Distribution

61% Application-related Security Issues (19 out of a total of 31 issues).
Application-related Security Issues can usually be fixed by application developers, as they result from 
defects in the application code.
39% Infrastructure and Platform Security Issues (12 out of a total 31 issues).
Infrastructure and Platform Security Issues can usually be fixed by system and network administrators as 
these security issues result from misconfiguration of, or defects in 3rd party products.
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Detailed Security IssuesDetailed Security IssuesDetailed Security IssuesDetailed Security Issues

Vulnerable URL: http://evsapi-qa.nci.nih.gov/evsapi42/

Total of 1 security issues in this URL

[1 of 1]  Insecure HTTP Methods Enabled

Severity: Informational

Test Type: Infrastructure

Vulnerable URL: http://evsapi-qa.nci.nih.gov/evsapi42/   

Remediation Tasks: Disable WebDAV, or disallow unneeded HTTP methods

Variant 1 of 1  [ID=5223]

The following changes were applied to the original request:
• Set method to 'OPTIONS'

Request/Response:

OPTIONS /evsapi42/ HTTP/1.0
Cookie: JSESSIONID=14506B78735841497CDAEE27B6A7F173
Content-Length: 0
Accept: */*
Accept-Language: en-US
User-Agent: NCI CBIIT Security App Scan
Host: evsapi-qa.nci.nih.gov
Referer: http://evsapi-qa.nci.nih.gov/evsapi42

HTTP/1.1 200 OK
Content-Length: 0
Date: Thu, 25 Sep 2008 17:35:46 GMT
X-Powered-By: Servlet 2.4; JBoss-4.0.5.GA (build: CVSTag=Branch_4_0 
date=200610162339)/Tomcat-5.5
Allow: GET, HEAD, POST, PUT, DELETE, TRACE, OPTIONS
Connection: close
Content-Type: text/plain

Validation In Response:

• Allow: GET, HEAD, POST, PUT, DELETEDELETEDELETEDELETE, TRACE, OPTIONS

Reasoning:

The response headers revealed that some hazardous HTTP Options are allowed, indicating that 
WebDAV is enabled on the server.

Vulnerable URL: http://evsapi-qa.nci.nih.gov/evsapi42/docs/

Total of 1 security issues in this URL
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[1 of 1]  Insecure HTTP Methods Enabled

Severity: Informational

Test Type: Infrastructure

Vulnerable URL: http://evsapi-qa.nci.nih.gov/evsapi42/docs/   

Remediation Tasks: Disable WebDAV, or disallow unneeded HTTP methods

Variant 1 of 1  [ID=5458]

The following changes were applied to the original request:
• Set path to '/evsapi42/docs/'
• Set method to 'OPTIONS'

Request/Response:

OPTIONS /evsapi42/docs/ HTTP/1.0
Cookie: JSESSIONID=14506B78735841497CDAEE27B6A7F173
Content-Length: 0
Accept: */*
Accept-Language: en-US
User-Agent: NCI CBIIT Security App Scan
Host: evsapi-qa.nci.nih.gov
Referer: http://evsapi-qa.nci.nih.gov/evsapi42/Home.action

HTTP/1.1 200 OK
Content-Length: 0
Date: Thu, 25 Sep 2008 17:35:59 GMT
X-Powered-By: Servlet 2.4; JBoss-4.0.5.GA (build: CVSTag=Branch_4_0 
date=200610162339)/Tomcat-5.5
Allow: GET, HEAD, POST, PUT, DELETE, TRACE, OPTIONS
Connection: close
Content-Type: text/plain

Validation In Response:

• Allow: GET, HEAD, POST, PUT, DELETEDELETEDELETEDELETE, TRACE, OPTIONS

Reasoning:

The response headers revealed that some hazardous HTTP Options are allowed, indicating that 
WebDAV is enabled on the server.

Vulnerable URL: http://evsapi-qa.nci.nih.gov/evsapi42/docs/gov/

Total of 1 security issues in this URL

[1 of 1]  Insecure HTTP Methods Enabled

Severity: Informational

Test Type: Infrastructure

Vulnerable URL: http://evsapi-qa.nci.nih.gov/evsapi42/docs/gov/   

Remediation Tasks: Disable WebDAV, or disallow unneeded HTTP methods

Variant 1 of 1  [ID=6605]

The following changes were applied to the original request:
• Set path to '/evsapi42/docs/gov/'
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• Set method to 'OPTIONS'

Request/Response:

OPTIONS /evsapi42/docs/gov/ HTTP/1.0
Cookie: JSESSIONID=14506B78735841497CDAEE27B6A7F173
Content-Length: 0
Accept: */*
Accept-Language: en-US
User-Agent: NCI CBIIT Security App Scan
Host: evsapi-qa.nci.nih.gov
Referer: http://evsapi-qa.nci.nih.gov/evsapi42/docs/overview-frame.html

HTTP/1.1 200 OK
Content-Length: 0
Date: Thu, 25 Sep 2008 17:36:37 GMT
X-Powered-By: Servlet 2.4; JBoss-4.0.5.GA (build: CVSTag=Branch_4_0 
date=200610162339)/Tomcat-5.5
Allow: GET, HEAD, POST, PUT, DELETE, TRACE, OPTIONS
Connection: close
Content-Type: text/plain

Validation In Response:

• Allow: GET, HEAD, POST, PUT, DELETEDELETEDELETEDELETE, TRACE, OPTIONS

Reasoning:

The response headers revealed that some hazardous HTTP Options are allowed, indicating that 
WebDAV is enabled on the server.

Vulnerable URL: http://evsapi-qa.nci.nih.gov/evsapi42/docs/gov/nih/

Total of 1 security issues in this URL

[1 of 1]  Insecure HTTP Methods Enabled

Severity: Informational

Test Type: Infrastructure

Vulnerable URL: http://evsapi-qa.nci.nih.gov/evsapi42/docs/gov/nih/   

Remediation Tasks: Disable WebDAV, or disallow unneeded HTTP methods

Variant 1 of 1  [ID=6724]

The following changes were applied to the original request:
• Set path to '/evsapi42/docs/gov/nih/'
• Set method to 'OPTIONS'

Request/Response:

OPTIONS /evsapi42/docs/gov/nih/ HTTP/1.0
Cookie: JSESSIONID=14506B78735841497CDAEE27B6A7F173
Content-Length: 0
Accept: */*
Accept-Language: en-US
User-Agent: NCI CBIIT Security App Scan
Host: evsapi-qa.nci.nih.gov
Referer: http://evsapi-qa.nci.nih.gov/evsapi42/docs/overview-frame.html

HTTP/1.1 200 OK
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Date: Thu, 25 Sep 2008 17:37:08 GMT
X-Powered-By: Servlet 2.4; JBoss-4.0.5.GA (build: CVSTag=Branch_4_0 
date=200610162339)/Tomcat-5.5
Allow: GET, HEAD, POST, PUT, DELETE, TRACE, OPTIONS
Connection: close
Content-Type: text/plain

Validation In Response:

• Allow: GET, HEAD, POST, PUT, DELETEDELETEDELETEDELETE, TRACE, OPTIONS

Reasoning:

The response headers revealed that some hazardous HTTP Options are allowed, indicating that 
WebDAV is enabled on the server.

Vulnerable URL: http://evsapi-qa.nci.nih.gov/evsapi42/docs/gov/nih/nci/

Total of 1 security issues in this URL

[1 of 1]  Insecure HTTP Methods Enabled

Severity: Informational

Test Type: Infrastructure

Vulnerable URL: http://evsapi-qa.nci.nih.gov/evsapi42/docs/gov/nih/nci/   

Remediation Tasks: Disable WebDAV, or disallow unneeded HTTP methods

Variant 1 of 1  [ID=6843]

The following changes were applied to the original request:
• Set path to '/evsapi42/docs/gov/nih/nci/'
• Set method to 'OPTIONS'

Request/Response:

OPTIONS /evsapi42/docs/gov/nih/nci/ HTTP/1.0
Cookie: JSESSIONID=14506B78735841497CDAEE27B6A7F173
Content-Length: 0
Accept: */*
Accept-Language: en-US
User-Agent: NCI CBIIT Security App Scan
Host: evsapi-qa.nci.nih.gov
Referer: http://evsapi-qa.nci.nih.gov/evsapi42/docs/overview-frame.html

HTTP/1.1 200 OK
Content-Length: 0
Date: Thu, 25 Sep 2008 17:37:20 GMT
X-Powered-By: Servlet 2.4; JBoss-4.0.5.GA (build: CVSTag=Branch_4_0 
date=200610162339)/Tomcat-5.5
Allow: GET, HEAD, POST, PUT, DELETE, TRACE, OPTIONS
Connection: close
Content-Type: text/plain

Validation In Response:

• Allow: GET, HEAD, POST, PUT, DELETEDELETEDELETEDELETE, TRACE, OPTIONS

Reasoning:

The response headers revealed that some hazardous HTTP Options are allowed, indicating that 
WebDAV is enabled on the server.
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Vulnerable URL: http://evsapi-qa.nci.nih.gov/evsapi42/docs/gov/nih/nci/evs/

Total of 1 security issues in this URL

[1 of 1]  Insecure HTTP Methods Enabled

Severity: Informational

Test Type: Infrastructure

Vulnerable URL: http://evsapi-qa.nci.nih.gov/evsapi42/docs/gov/nih/nci/evs/   

Remediation Tasks: Disable WebDAV, or disallow unneeded HTTP methods

Variant 1 of 1  [ID=6962]

The following changes were applied to the original request:
• Set path to '/evsapi42/docs/gov/nih/nci/evs/'
• Set method to 'OPTIONS'

Request/Response:

OPTIONS /evsapi42/docs/gov/nih/nci/evs/ HTTP/1.0
Cookie: JSESSIONID=14506B78735841497CDAEE27B6A7F173
Content-Length: 0
Accept: */*
Accept-Language: en-US
User-Agent: NCI CBIIT Security App Scan
Host: evsapi-qa.nci.nih.gov
Referer: http://evsapi-qa.nci.nih.gov/evsapi42/docs/overview-frame.html

HTTP/1.1 200 OK
Content-Length: 0
Date: Thu, 25 Sep 2008 17:37:34 GMT
X-Powered-By: Servlet 2.4; JBoss-4.0.5.GA (build: CVSTag=Branch_4_0 
date=200610162339)/Tomcat-5.5
Allow: GET, HEAD, POST, PUT, DELETE, TRACE, OPTIONS
Connection: close
Content-Type: text/plain

Validation In Response:

• Allow: GET, HEAD, POST, PUT, DELETEDELETEDELETEDELETE, TRACE, OPTIONS

Reasoning:

The response headers revealed that some hazardous HTTP Options are allowed, indicating that 
WebDAV is enabled on the server.

Vulnerable URL: http://evsapi-qa.nci.nih.gov/evsapi42/docs/gov/nih/nci/evs/annotation/

Total of 1 security issues in this URL

10/29/2008 8:34:24 AM 11/89



[1 of 1]  Insecure HTTP Methods Enabled

Severity: Informational

Test Type: Infrastructure

Vulnerable URL: http://evsapi-qa.nci.nih.gov/evsapi42/docs/gov/nih/nci/evs/annotation/   

Remediation Tasks: Disable WebDAV, or disallow unneeded HTTP methods

Variant 1 of 1  [ID=7082]

The following changes were applied to the original request:
• Set path to '/evsapi42/docs/gov/nih/nci/evs/annotation/'
• Set method to 'OPTIONS'

Request/Response:

OPTIONS /evsapi42/docs/gov/nih/nci/evs/annotation/ HTTP/1.0
Cookie: JSESSIONID=14506B78735841497CDAEE27B6A7F173
Content-Length: 0
Accept: */*
Accept-Language: en-US
User-Agent: NCI CBIIT Security App Scan
Host: evsapi-qa.nci.nih.gov
Referer: http://evsapi-qa.nci.nih.gov/evsapi42/docs/overview-frame.html

HTTP/1.1 200 OK
Content-Length: 0
Date: Thu, 25 Sep 2008 17:37:46 GMT
X-Powered-By: Servlet 2.4; JBoss-4.0.5.GA (build: CVSTag=Branch_4_0 
date=200610162339)/Tomcat-5.5
Allow: GET, HEAD, POST, PUT, DELETE, TRACE, OPTIONS
Connection: close
Content-Type: text/plain

Validation In Response:

• Allow: GET, HEAD, POST, PUT, DELETEDELETEDELETEDELETE, TRACE, OPTIONS

Reasoning:

The response headers revealed that some hazardous HTTP Options are allowed, indicating that 
WebDAV is enabled on the server.

Vulnerable URL: http://evsapi-qa.nci.nih.gov/evsapi42/docs/gov/nih/nci/evs/domain/

Total of 1 security issues in this URL

[1 of 1]  Insecure HTTP Methods Enabled

Severity: Informational

Test Type: Infrastructure

Vulnerable URL: http://evsapi-qa.nci.nih.gov/evsapi42/docs/gov/nih/nci/evs/domain/   

Remediation Tasks: Disable WebDAV, or disallow unneeded HTTP methods

Variant 1 of 1  [ID=7201]

The following changes were applied to the original request:
• Set path to '/evsapi42/docs/gov/nih/nci/evs/domain/'
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• Set method to 'OPTIONS'

Request/Response:

OPTIONS /evsapi42/docs/gov/nih/nci/evs/domain/ HTTP/1.0
Cookie: JSESSIONID=14506B78735841497CDAEE27B6A7F173
Content-Length: 0
Accept: */*
Accept-Language: en-US
User-Agent: NCI CBIIT Security App Scan
Host: evsapi-qa.nci.nih.gov
Referer: http://evsapi-qa.nci.nih.gov/evsapi42/docs/overview-frame.html

HTTP/1.1 200 OK
Content-Length: 0
Date: Thu, 25 Sep 2008 17:37:58 GMT
X-Powered-By: Servlet 2.4; JBoss-4.0.5.GA (build: CVSTag=Branch_4_0 
date=200610162339)/Tomcat-5.5
Allow: GET, HEAD, POST, PUT, DELETE, TRACE, OPTIONS
Connection: close
Content-Type: text/plain

Validation In Response:

• Allow: GET, HEAD, POST, PUT, DELETEDELETEDELETEDELETE, TRACE, OPTIONS

Reasoning:

The response headers revealed that some hazardous HTTP Options are allowed, indicating that 
WebDAV is enabled on the server.

Vulnerable URL: http://evsapi-
qa.nci.nih.gov/evsapi42/docs/gov/nih/nci/evs/domain/Association.html

Total of 1 security issues in this URL

[1 of 1]  Web Application Source Code Disclosure Pattern Found

Severity: Medium

Test Type: Application

Vulnerable URL: http://evsapi-
qa.nci.nih.gov/evsapi42/docs/gov/nih/nci/evs/domain/Association.html   

Remediation Tasks: Remove source code files from your web-server and apply any relevant 
patches

Variant 1 of 1  [ID=7762]

Request/Response:

GET /evsapi42/docs/gov/nih/nci/evs/domain/Association.html HTTP/1.0
Cookie: JSESSIONID=14506B78735841497CDAEE27B6A7F173
Accept: */*
Accept-Language: en-US
User-Agent: NCI CBIIT Security App Scan
Host: evsapi-qa.nci.nih.gov
Referer: http://evsapi-qa.nci.nih.gov/evsapi42/docs/allclasses-frame.html

HTTP/1.1 200 OK
Content-Length: 18200
Date: Thu, 25 Sep 2008 17:38:31 GMT
X-Powered-By: Servlet 2.4; JBoss-4.0.5.GA (build: CVSTag=Branch_4_0 
date=200610162339)/Tomcat-5.5
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ETag: W/"18200-1222285064000"
Last-Modified: Wed, 24 Sep 2008 19:37:44 GMT
Content-Type: text/html
Connection: close

<!DOCTYPE HTML PUBLIC "-//W3C//DTD HTML 4.01 Transitional//EN" 
"http://www.w3.org/TR/html4/loose.dtd">
<!--NewPage-->
<HTML>
<HEAD>
<!-- Generated by javadoc (build 1.5.0_15) on Wed Sep 24 15:37:43 EDT 2008 -->
<TITLE>
Association (evsapi42 API Documentation)
</TITLE>

<META NAME="keywords" CONTENT="gov.nih.nci.evs.domain.Association class">

<LINK REL ="stylesheet" TYPE="text/css" HREF="../../../../../stylesheet.css" 
TITLE="Style">

<SCRIPT type="text/javascript">
function windowTitle()
{
    parent.document.title="Association (evsapi42 API Documentation)";
}
</SCRIPT>
<NOSCRIPT>
</NOSCRIPT>

</HEAD>

<BODY BGCOLOR="white" onload="windowTitle();">

<!-- ========= START OF TOP NAVBAR ======= -->
<A NAME="navbar_top"><!-- --></A>
<A HREF="#skip-navbar_top" title="Skip navigation links"></A>
<TABLE BORDER="0" WIDTH="100%" CELLPADDING="1" CELLSPACING="0" SUMMARY="">
<TR>
<TD COLSPAN=2 BGCOLOR="#EEEEFF" CLASS="NavBarCell1">
<A NAME="navbar_top_firstrow"><!-- --></A>
<TABLE BORDER="0" CELLPADDING="0" CELLSPACING="3" SUMMARY="">
  <TR ALIGN="center" VALIGN="top">
  <TD BGCOLOR="#EEEEFF" CLASS="NavBarCell1">    <A HREF="../../../../../overview-
summary.html"><FONT CLASS="NavBarFont1"><B>Overview</B></FONT></A>&nbsp;</TD>
  <TD BGCOLOR="#EEEEFF" CLASS="NavBarCell1">    <A HREF="package-summary.html"><FONT 
CLASS="NavBarFont1"><B>Package</B></FONT></A>&nbsp;</TD>
  <TD BGCOLOR="#FFFFFF" CLASS="NavBarCell1Rev"> &nbsp;<FONT 
CLASS="NavBarFont1Rev"><B>Class</B></FONT>&nbsp;</TD>
  <TD BGCOLOR="#EEEEFF" CLASS="NavBarCell1">    <A HREF="class-
use/Association.html"><FONT CLASS="NavBarFont1"><B>Use</B></FONT></A>&nbsp;</TD>
  <TD BGCOLOR="#EEEEFF" CLASS="NavBarCell1">    <A HREF="package-tree.html"><FONT 
CLASS="NavBarFont1"><B>Tree</B></FONT></A>&nbsp;</TD>
  <TD BGCOLOR="#EEEEFF" CLASS="NavBarCell1">    <A HREF="../../../../../deprecated-
list.html"><FONT CLASS="NavBarFont1"><B>Deprecated</B></FONT></A>&nbsp;</TD>
  <TD BGCOLOR="#EEEEFF" CLASS="NavBarCell1">    <A HREF="../../../../../index-
all.html"><FONT CLASS="NavBarFont1"><B>Index</B></FONT></A>&nbsp;</TD>
  <TD BGCOLOR="#EEEEFF" CLASS="NavBarCell1">    <A HREF="../../../../../help-
doc.html"><FONT CLASS="NavBarFont1"><B>Help</B></FONT></A>&nbsp;</TD>
  </TR>
</TABLE>
</TD>
<TD ALIGN="right" VALIGN="top" ROWSPAN=3><EM>
</EM>
</TD>
</TR>

<TR>
<TD BGCOLOR="white" CLASS="NavBarCell2"><FONT SIZE="-2">
&nbsp;PREV CLASS&nbsp;
&nbsp;<A HREF="../../../../../gov/nih/nci/evs/domain/Atom.html" title="class in 
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<TD BGCOLOR="white" CLASS="NavBarCell2"><FONT SIZE="-2">
  <A HREF="../../../../../index.html?gov/nih/nci/evs/domain/Association.html" 
target="_top"><B>FRAMES</B></A>  &nbsp;
&nbsp;<A HREF="Association.html" target="_top"><B>NO FRAMES</B></A>  &nbsp;
&nbsp;<SCRIPT type="text/javascript">
  <!--
  if(window==top) {
    document.writeln('<A HREF="../../../../../allclasses-noframe.html"><B>All 
Classes</B></A>');
  }
  //-->
</SCRIPT>
<NOSCRIPT>
  <A HREF="../../../../../allclasses-noframe.html"><B>All Classes</B></A>
</NOSCRIPT>

</FONT></TD>
</TR>
<TR>
<TD VALIGN="top" CLASS="NavBarCell3"><FONT SIZE="-2">
  SUMMARY:&nbsp;NESTED&nbsp;|&nbsp;<A HREF="#field_summary">FIELD</A>&nbsp;|&nbsp;<A 
HREF="#constructor_summary">CONSTR</A>&nbsp;|&nbsp;<A 
HREF="#method_summary">METHOD</A></FONT></TD>
<TD VALIGN="top" CLASS="NavBarCell3"><FONT SIZE="-2">
DETAIL:&nbsp;<A HREF="#field_detail">FIELD</A>&nbsp;|&nbsp;<A 
HREF="#constructor_detail">CONSTR</A>&nbsp;|&nbsp;<A 
HREF="#method_detail">METHOD</A></FONT></TD>
</TR>
</TABLE>
<A NAME="skip-navbar_top"></A>
<!-- ========= END OF TOP NAVBAR ========= -->

<HR>
<!-- ======== START OF CLASS DATA ======== -->
<H2>
<FONT SIZE="-1">
gov.nih.nci.evs.domain</FONT>
<BR>
Class Association</H2>
<PRE>
java.lang.Object
  <IMG SRC="../../../../../resources/inherit.gif" ALT="extended by 
"><B>gov.nih.nci.evs.domain.Association</B>
</PRE>
<DL>
<DT><B>All Implemented Interfaces:</B> <DD>java.io.Serializable</DD>
</DL>
<HR>
<DL>
<DT><PRE>public class <B>Association</B><DT>extends java.lang.Object<DT>implements 
java.io.Serializable</DL>
</PRE>

<P>
An Association class relates a concept or a term to another concept or term. 
Association falls into 3 categories; concept association, term association and 
synonyms...

Validation In Response:

• <DT><PRE>public classpublic classpublic classpublic class <B>Association</B><DT>extends java.lang.Object<DT>
implements java.io.Serializable</DL>

Reasoning:

The response contains source code of script files, which may expose sensitive information about 
the site and the application logic.

Vulnerable URL: http://evsapi-qa.nci.nih.gov/evsapi42/docs/gov/nih/nci/evs/domain/Atom.html

10/29/2008 8:34:24 AM 15/89



Total of 1 security issues in this URL

[1 of 1]  Web Application Source Code Disclosure Pattern Found

Severity: Medium

Test Type: Application

Vulnerable URL: http://evsapi-qa.nci.nih.gov/evsapi42/docs/gov/nih/nci/evs/domain/Atom.html   

Remediation Tasks: Remove source code files from your web-server and apply any relevant 
patches

Variant 1 of 1  [ID=7763]

Request/Response:

GET /evsapi42/docs/gov/nih/nci/evs/domain/Atom.html HTTP/1.0
Cookie: JSESSIONID=14506B78735841497CDAEE27B6A7F173
Accept: */*
Accept-Language: en-US
User-Agent: NCI CBIIT Security App Scan
Host: evsapi-qa.nci.nih.gov
Referer: http://evsapi-qa.nci.nih.gov/evsapi42/docs/allclasses-frame.html

HTTP/1.1 200 OK
Content-Length: 21387
Date: Thu, 25 Sep 2008 17:38:31 GMT
X-Powered-By: Servlet 2.4; JBoss-4.0.5.GA (build: CVSTag=Branch_4_0 
date=200610162339)/Tomcat-5.5
ETag: W/"21387-1222285064000"
Last-Modified: Wed, 24 Sep 2008 19:37:44 GMT
Content-Type: text/html
Connection: close

<!DOCTYPE HTML PUBLIC "-//W3C//DTD HTML 4.01 Transitional//EN" 
"http://www.w3.org/TR/html4/loose.dtd">
<!--NewPage-->
<HTML>
<HEAD>
<!-- Generated by javadoc (build 1.5.0_15) on Wed Sep 24 15:37:43 EDT 2008 -->
<TITLE>
Atom (evsapi42 API Documentation)
</TITLE>

<META NAME="keywords" CONTENT="gov.nih.nci.evs.domain.Atom class">

<LINK REL ="stylesheet" TYPE="text/css" HREF="../../../../../stylesheet.css" 
TITLE="Style">

<SCRIPT type="text/javascript">
function windowTitle()
{
    parent.document.title="Atom (evsapi42 API Documentation)";
}
</SCRIPT>
<NOSCRIPT>
</NOSCRIPT>

</HEAD>

<BODY BGCOLOR="white" onload="windowTitle();">

<!-- ========= START OF TOP NAVBAR ======= -->
<A NAME="navbar_top"><!-- --></A>
<A HREF="#skip-navbar_top" title="Skip navigation links"></A>
<TABLE BORDER="0" WIDTH="100%" CELLPADDING="1" CELLSPACING="0" SUMMARY="">
<TR>
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<TD COLSPAN=2 BGCOLOR="#EEEEFF" CLASS="NavBarCell1">
<A NAME="navbar_top_firstrow"><!-- --></A>
<TABLE BORDER="0" CELLPADDING="0" CELLSPACING="3" SUMMARY="">
  <TR ALIGN="center" VALIGN="top">
  <TD BGCOLOR="#EEEEFF" CLASS="NavBarCell1">    <A HREF="../../../../../overview-
summary.html"><FONT CLASS="NavBarFont1"><B>Overview</B></FONT></A>&nbsp;</TD>
  <TD BGCOLOR="#EEEEFF" CLASS="NavBarCell1">    <A HREF="package-summary.html"><FONT 
CLASS="NavBarFont1"><B>Package</B></FONT></A>&nbsp;</TD>
  <TD BGCOLOR="#FFFFFF" CLASS="NavBarCell1Rev"> &nbsp;<FONT 
CLASS="NavBarFont1Rev"><B>Class</B></FONT>&nbsp;</TD>
  <TD BGCOLOR="#EEEEFF" CLASS="NavBarCell1">    <A HREF="class-use/Atom.html"><FONT 
CLASS="NavBarFont1"><B>Use</B></FONT></A>&nbsp;</TD>
  <TD BGCOLOR="#EEEEFF" CLASS="NavBarCell1">    <A HREF="package-tree.html"><FONT 
CLASS="NavBarFont1"><B>Tree</B></FONT></A>&nbsp;</TD>
  <TD BGCOLOR="#EEEEFF" CLASS="NavBarCell1">    <A HREF="../../../../../deprecated-
list.html"><FONT CLASS="NavBarFont1"><B>Deprecated</B></FONT></A>&nbsp;</TD>
  <TD BGCOLOR="#EEEEFF" CLASS="NavBarCell1">    <A HREF="../../../../../index-
all.html"><FONT CLASS="NavBarFont1"><B>Index</B></FONT></A>&nbsp;</TD>
  <TD BGCOLOR="#EEEEFF" CLASS="NavBarCell1">    <A HREF="../../../../../help-
doc.html"><FONT CLASS="NavBarFont1"><B>Help</B></FONT></A>&nbsp;</TD>
  </TR>
</TABLE>
</TD>
<TD ALIGN="right" VALIGN="top" ROWSPAN=3><EM>
</EM>
</TD>
</TR>

<TR>
<TD BGCOLOR="white" CLASS="NavBarCell2"><FONT SIZE="-2">
&nbsp;<A HREF="../../../../../gov/nih/nci/evs/domain/Association.html" title="class 
in gov.nih.nci.evs.domain"><B>PREV CLASS</B></A>&nbsp;
&nbsp;<A HREF="../../../../../gov/nih/nci/evs/domain/AttributeSetDescriptor.html" 
title="class in gov.nih.nci.evs.domain"><B>NEXT CLASS</B></A></FONT></TD>
<TD BGCOLOR="white" CLASS="NavBarCell2"><FONT SIZE="-2">
  <A HREF="../../../../../index.html?gov/nih/nci/evs/domain/Atom.html" 
target="_top"><B>FRAMES</B></A>  &nbsp;
&nbsp;<A HREF="Atom.html" target="_top"><B>NO FRAMES</B></A>  &nbsp;
&nbsp;<SCRIPT type="text/javascript">
  <!--
  if(window==top) {
    document.writeln('<A HREF="../../../../../allclasses-noframe.html"><B>All 
Classes</B></A>');
  }
  //-->
</SCRIPT>
<NOSCRIPT>
  <A HREF="../../../../../allclasses-noframe.html"><B>All Classes</B></A>
</NOSCRIPT>

</FONT></TD>
</TR>
<TR>
<TD VALIGN="top" CLASS="NavBarCell3"><FONT SIZE="-2">
  SUMMARY:&nbsp;NESTED&nbsp;|&nbsp;<A HREF="#field_summary">FIELD</A>&nbsp;|&nbsp;<A 
HREF="#constructor_summary">CONSTR</A>&nbsp;|&nbsp;<A 
HREF="#method_summary">METHOD</A></FONT></TD>
<TD VALIGN="top" CLASS="NavBarCell3"><FONT SIZE="-2">
DETAIL:&nbsp;<A HREF="#field_detail">FIELD</A>&nbsp;|&nbsp;<A 
HREF="#constructor_detail">CONSTR</A>&nbsp;|&nbsp;<A 
HREF="#method_detail">METHOD</A></FONT></TD>
</TR>
</TABLE>
<A NAME="skip-navbar_top"></A>
<!-- ========= END OF TOP NAVBAR ========= -->

<HR>
<!-- ======== START OF CLASS DATA ======== -->
<H2>
<FONT SIZE="-1">

10/29/2008 8:34:24 AM 17/89



<BR>
Class Atom</H2>
<PRE>
java.lang.Object
  <IMG SRC="../../../../../resources/inherit.gif" ALT="extended by 
"><B>gov.nih.nci.evs.domain.Atom</B>
</PRE>
<DL>
<DT><B>All Implemented Interfaces:</B> <DD>java.io.Serializable</DD>
</DL>
<HR>
<DL>
<DT><PRE>public class <B>Atom</B><DT>extends java.lang.Object<DT>implements 
java.io.Serializable</DL>
</PRE>

<P>
Atom is an occurrence of a term in a source.
<P>

<P>
<DL>
<DT><B>See Also:</B><DD><A HREF="../...

Validation In Response:

• <DT><PRE>public classpublic classpublic classpublic class <B>Atom</B><DT>extends java.lang.Object<DT>implements 
java.io.Serializable</DL>

Reasoning:

The response contains source code of script files, which may expose sensitive information about 
the site and the application logic.

Vulnerable URL: http://evsapi-
qa.nci.nih.gov/evsapi42/docs/gov/nih/nci/evs/domain/AttributeSetDescriptor.html

Total of 1 security issues in this URL

[1 of 1]  Web Application Source Code Disclosure Pattern Found

Severity: Medium

Test Type: Application

Vulnerable URL: http://evsapi-
qa.nci.nih.gov/evsapi42/docs/gov/nih/nci/evs/domain/AttributeSetDescriptor.h
tml   

Remediation Tasks: Remove source code files from your web-server and apply any relevant 
patches

Variant 1 of 1  [ID=7764]

Request/Response:

GET /evsapi42/docs/gov/nih/nci/evs/domain/AttributeSetDescriptor.html HTTP/1.0
Cookie: JSESSIONID=14506B78735841497CDAEE27B6A7F173
Accept: */*
Accept-Language: en-US
User-Agent: NCI CBIIT Security App Scan
Host: evsapi-qa.nci.nih.gov
Referer: http://evsapi-qa.nci.nih.gov/evsapi42/docs/allclasses-frame.html

HTTP/1.1 200 OK
Content-Length: 28608
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X-Powered-By: Servlet 2.4; JBoss-4.0.5.GA (build: CVSTag=Branch_4_0 
date=200610162339)/Tomcat-5.5
ETag: W/"28608-1222285064000"
Last-Modified: Wed, 24 Sep 2008 19:37:44 GMT
Content-Type: text/html
Connection: close

<!DOCTYPE HTML PUBLIC "-//W3C//DTD HTML 4.01 Transitional//EN" 
"http://www.w3.org/TR/html4/loose.dtd">
<!--NewPage-->
<HTML>
<HEAD>
<!-- Generated by javadoc (build 1.5.0_15) on Wed Sep 24 15:37:43 EDT 2008 -->
<TITLE>
AttributeSetDescriptor (evsapi42 API Documentation)
</TITLE>

<META NAME="keywords" CONTENT="gov.nih.nci.evs.domain.AttributeSetDescriptor class">

<LINK REL ="stylesheet" TYPE="text/css" HREF="../../../../../stylesheet.css" 
TITLE="Style">

<SCRIPT type="text/javascript">
function windowTitle()
{
    parent.document.title="AttributeSetDescriptor (evsapi42 API Documentation)";
}
</SCRIPT>
<NOSCRIPT>
</NOSCRIPT>

</HEAD>

<BODY BGCOLOR="white" onload="windowTitle();">

<!-- ========= START OF TOP NAVBAR ======= -->
<A NAME="navbar_top"><!-- --></A>
<A HREF="#skip-navbar_top" title="Skip navigation links"></A>
<TABLE BORDER="0" WIDTH="100%" CELLPADDING="1" CELLSPACING="0" SUMMARY="">
<TR>
<TD COLSPAN=2 BGCOLOR="#EEEEFF" CLASS="NavBarCell1">
<A NAME="navbar_top_firstrow"><!-- --></A>
<TABLE BORDER="0" CELLPADDING="0" CELLSPACING="3" SUMMARY="">
  <TR ALIGN="center" VALIGN="top">
  <TD BGCOLOR="#EEEEFF" CLASS="NavBarCell1">    <A HREF="../../../../../overview-
summary.html"><FONT CLASS="NavBarFont1"><B>Overview</B></FONT></A>&nbsp;</TD>
  <TD BGCOLOR="#EEEEFF" CLASS="NavBarCell1">    <A HREF="package-summary.html"><FONT 
CLASS="NavBarFont1"><B>Package</B></FONT></A>&nbsp;</TD>
  <TD BGCOLOR="#FFFFFF" CLASS="NavBarCell1Rev"> &nbsp;<FONT 
CLASS="NavBarFont1Rev"><B>Class</B></FONT>&nbsp;</TD>
  <TD BGCOLOR="#EEEEFF" CLASS="NavBarCell1">    <A HREF="class-
use/AttributeSetDescriptor.html"><FONT 
CLASS="NavBarFont1"><B>Use</B></FONT></A>&nbsp;</TD>
  <TD BGCOLOR="#EEEEFF" CLASS="NavBarCell1">    <A HREF="package-tree.html"><FONT 
CLASS="NavBarFont1"><B>Tree</B></FONT></A>&nbsp;</TD>
  <TD BGCOLOR="#EEEEFF" CLASS="NavBarCell1">    <A HREF="../../../../../deprecated-
list.html"><FONT CLASS="NavBarFont1"><B>Deprecated</B></FONT></A>&nbsp;</TD>
  <TD BGCOLOR="#EEEEFF" CLASS="NavBarCell1">    <A HREF="../../../../../index-
all.html"><FONT CLASS="NavBarFont1"><B>Index</B></FONT></A>&nbsp;</TD>
  <TD BGCOLOR="#EEEEFF" CLASS="NavBarCell1">    <A HREF="../../../../../help-
doc.html"><FONT CLASS="NavBarFont1"><B>Help</B></FONT></A>&nbsp;</TD>
  </TR>
</TABLE>
</TD>
<TD ALIGN="right" VALIGN="top" ROWSPAN=3><EM>
</EM>
</TD>
</TR>

<TR>
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&nbsp;<A HREF="../../../../../gov/nih/nci/evs/domain/Atom.html" title="class in 
gov.nih.nci.evs.domain"><B>PREV CLASS</B></A>&nbsp;
&nbsp;<A HREF="../../../../../gov/nih/nci/evs/domain/Definition.html" title="class 
in gov.nih.nci.evs.domain"><B>NEXT CLASS</B></A></FONT></TD>
<TD BGCOLOR="white" CLASS="NavBarCell2"><FONT SIZE="-2">
  <A HREF="../../../../../index.html?
gov/nih/nci/evs/domain/AttributeSetDescriptor.html" target="_top"><B>FRAMES</B></A>  
&nbsp;
&nbsp;<A HREF="AttributeSetDescriptor.html" target="_top"><B>NO FRAMES</B></A>  
&nbsp;
&nbsp;<SCRIPT type="text/javascript">
  <!--
  if(window==top) {
    document.writeln('<A HREF="../../../../../allclasses-noframe.html"><B>All 
Classes</B></A>');
  }
  //-->
</SCRIPT>
<NOSCRIPT>
  <A HREF="../../../../../allclasses-noframe.html"><B>All Classes</B></A>
</NOSCRIPT>

</FONT></TD>
</TR>
<TR>
<TD VALIGN="top" CLASS="NavBarCell3"><FONT SIZE="-2">
  SUMMARY:&nbsp;NESTED&nbsp;|&nbsp;<A HREF="#field_summary">FIELD</A>&nbsp;|&nbsp;<A 
HREF="#constructor_summary">CONSTR</A>&nbsp;|&nbsp;<A 
HREF="#method_summary">METHOD</A></FONT></TD>
<TD VALIGN="top" CLASS="NavBarCell3"><FONT SIZE="-2">
DETAIL:&nbsp;<A HREF="#field_detail">FIELD</A>&nbsp;|&nbsp;<A 
HREF="#constructor_detail">CONSTR</A>&nbsp;|&nbsp;<A 
HREF="#method_detail">METHOD</A></FONT></TD>
</TR>
</TABLE>
<A NAME="skip-navbar_top"></A>
<!-- ========= END OF TOP NAVBAR ========= -->

<HR>
<!-- ======== START OF CLASS DATA ======== -->
<H2>
<FONT SIZE="-1">
gov.nih.nci.evs.domain</FONT>
<BR>
Class AttributeSetDescriptor</H2>
<PRE>
java.lang.Object
  <IMG SRC="../../../../../resources/inherit.gif" ALT="extended by 
"><B>gov.nih.nci.evs.domain.AttributeSetDescriptor</B>
</PRE>
<DL>
<DT><B>All Implemented Interfaces:</B> <DD>java.io.Serializable</DD>
</DL>
<HR>
<DL>
<DT><PRE>public class <B>AttributeSetDescriptor</B><DT>extends java.lang.Ob...

Validation In Response:

• <DT><PRE>public classpublic classpublic classpublic class <B>AttributeSetDescriptor</B><DT>extends 
java.lang.Object<DT>implements java.io.Serializable</DL>

Reasoning:

The response contains source code of script files, which may expose sensitive information about 
the site and the application logic.

Vulnerable URL: http://evsapi-
qa.nci.nih.gov/evsapi42/docs/gov/nih/nci/evs/domain/Definition.html
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Total of 1 security issues in this URL

[1 of 1]  Web Application Source Code Disclosure Pattern Found

Severity: Medium

Test Type: Application

Vulnerable URL: http://evsapi-
qa.nci.nih.gov/evsapi42/docs/gov/nih/nci/evs/domain/Definition.html   

Remediation Tasks: Remove source code files from your web-server and apply any relevant 
patches

Variant 1 of 1  [ID=7765]

Request/Response:

GET /evsapi42/docs/gov/nih/nci/evs/domain/Definition.html HTTP/1.0
Cookie: JSESSIONID=14506B78735841497CDAEE27B6A7F173
Accept: */*
Accept-Language: en-US
User-Agent: NCI CBIIT Security App Scan
Host: evsapi-qa.nci.nih.gov
Referer: http://evsapi-qa.nci.nih.gov/evsapi42/docs/allclasses-frame.html

HTTP/1.1 200 OK
Content-Length: 16008
Date: Thu, 25 Sep 2008 17:38:31 GMT
X-Powered-By: Servlet 2.4; JBoss-4.0.5.GA (build: CVSTag=Branch_4_0 
date=200610162339)/Tomcat-5.5
ETag: W/"16008-1222285064000"
Last-Modified: Wed, 24 Sep 2008 19:37:44 GMT
Content-Type: text/html
Connection: close

<!DOCTYPE HTML PUBLIC "-//W3C//DTD HTML 4.01 Transitional//EN" 
"http://www.w3.org/TR/html4/loose.dtd">
<!--NewPage-->
<HTML>
<HEAD>
<!-- Generated by javadoc (build 1.5.0_15) on Wed Sep 24 15:37:43 EDT 2008 -->
<TITLE>
Definition (evsapi42 API Documentation)
</TITLE>

<META NAME="keywords" CONTENT="gov.nih.nci.evs.domain.Definition class">

<LINK REL ="stylesheet" TYPE="text/css" HREF="../../../../../stylesheet.css" 
TITLE="Style">

<SCRIPT type="text/javascript">
function windowTitle()
{
    parent.document.title="Definition (evsapi42 API Documentation)";
}
</SCRIPT>
<NOSCRIPT>
</NOSCRIPT>

</HEAD>

<BODY BGCOLOR="white" onload="windowTitle();">

<!-- ========= START OF TOP NAVBAR ======= -->
<A NAME="navbar_top"><!-- --></A>
<A HREF="#skip-navbar_top" title="Skip navigation links"></A>
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<TR>
<TD COLSPAN=2 BGCOLOR="#EEEEFF" CLASS="NavBarCell1">
<A NAME="navbar_top_firstrow"><!-- --></A>
<TABLE BORDER="0" CELLPADDING="0" CELLSPACING="3" SUMMARY="">
  <TR ALIGN="center" VALIGN="top">
  <TD BGCOLOR="#EEEEFF" CLASS="NavBarCell1">    <A HREF="../../../../../overview-
summary.html"><FONT CLASS="NavBarFont1"><B>Overview</B></FONT></A>&nbsp;</TD>
  <TD BGCOLOR="#EEEEFF" CLASS="NavBarCell1">    <A HREF="package-summary.html"><FONT 
CLASS="NavBarFont1"><B>Package</B></FONT></A>&nbsp;</TD>
  <TD BGCOLOR="#FFFFFF" CLASS="NavBarCell1Rev"> &nbsp;<FONT 
CLASS="NavBarFont1Rev"><B>Class</B></FONT>&nbsp;</TD>
  <TD BGCOLOR="#EEEEFF" CLASS="NavBarCell1">    <A HREF="class-
use/Definition.html"><FONT CLASS="NavBarFont1"><B>Use</B></FONT></A>&nbsp;</TD>
  <TD BGCOLOR="#EEEEFF" CLASS="NavBarCell1">    <A HREF="package-tree.html"><FONT 
CLASS="NavBarFont1"><B>Tree</B></FONT></A>&nbsp;</TD>
  <TD BGCOLOR="#EEEEFF" CLASS="NavBarCell1">    <A HREF="../../../../../deprecated-
list.html"><FONT CLASS="NavBarFont1"><B>Deprecated</B></FONT></A>&nbsp;</TD>
  <TD BGCOLOR="#EEEEFF" CLASS="NavBarCell1">    <A HREF="../../../../../index-
all.html"><FONT CLASS="NavBarFont1"><B>Index</B></FONT></A>&nbsp;</TD>
  <TD BGCOLOR="#EEEEFF" CLASS="NavBarCell1">    <A HREF="../../../../../help-
doc.html"><FONT CLASS="NavBarFont1"><B>Help</B></FONT></A>&nbsp;</TD>
  </TR>
</TABLE>
</TD>
<TD ALIGN="right" VALIGN="top" ROWSPAN=3><EM>
</EM>
</TD>
</TR>

<TR>
<TD BGCOLOR="white" CLASS="NavBarCell2"><FONT SIZE="-2">
&nbsp;<A HREF="../../../../../gov/nih/nci/evs/domain/AttributeSetDescriptor.html" 
title="class in gov.nih.nci.evs.domain"><B>PREV CLASS</B></A>&nbsp;
&nbsp;<A HREF="../../../../../gov/nih/nci/evs/domain/DescLogicConcept.html" 
title="class in gov.nih.nci.evs.domain"><B>NEXT CLASS</B></A></FONT></TD>
<TD BGCOLOR="white" CLASS="NavBarCell2"><FONT SIZE="-2">
  <A HREF="../../../../../index.html?gov/nih/nci/evs/domain/Definition.html" 
target="_top"><B>FRAMES</B></A>  &nbsp;
&nbsp;<A HREF="Definition.html" target="_top"><B>NO FRAMES</B></A>  &nbsp;
&nbsp;<SCRIPT type="text/javascript">
  <!--
  if(window==top) {
    document.writeln('<A HREF="../../../../../allclasses-noframe.html"><B>All 
Classes</B></A>');
  }
  //-->
</SCRIPT>
<NOSCRIPT>
  <A HREF="../../../../../allclasses-noframe.html"><B>All Classes</B></A>
</NOSCRIPT>

</FONT></TD>
</TR>
<TR>
<TD VALIGN="top" CLASS="NavBarCell3"><FONT SIZE="-2">
  SUMMARY:&nbsp;NESTED&nbsp;|&nbsp;<A HREF="#field_summary">FIELD</A>&nbsp;|&nbsp;<A 
HREF="#constructor_summary">CONSTR</A>&nbsp;|&nbsp;<A 
HREF="#method_summary">METHOD</A></FONT></TD>
<TD VALIGN="top" CLASS="NavBarCell3"><FONT SIZE="-2">
DETAIL:&nbsp;<A HREF="#field_detail">FIELD</A>&nbsp;|&nbsp;<A 
HREF="#constructor_detail">CONSTR</A>&nbsp;|&nbsp;<A 
HREF="#method_detail">METHOD</A></FONT></TD>
</TR>
</TABLE>
<A NAME="skip-navbar_top"></A>
<!-- ========= END OF TOP NAVBAR ========= -->

<HR>
<!-- ======== START OF CLASS DATA ======== -->
<H2>
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gov.nih.nci.evs.domain</FONT>
<BR>
Class Definition</H2>
<PRE>
java.lang.Object
  <IMG SRC="../../../../../resources/inherit.gif" ALT="extended by 
"><B>gov.nih.nci.evs.domain.Definition</B>
</PRE>
<DL>
<DT><B>All Implemented Interfaces:</B> <DD>java.io.Serializable</DD>
</DL>
<HR>
<DL>
<DT><PRE>public class <B>Definition</B><DT>extends java.lang.Object<DT>implements 
java.io.Serializable</DL>
</PRE>

<P>
Textual definition from an identifi...

Validation In Response:

• <DT><PRE>public classpublic classpublic classpublic class <B>Definition</B><DT>extends java.lang.Object<DT>
implements java.io.Serializable</DL>

Reasoning:

The response contains source code of script files, which may expose sensitive information about 
the site and the application logic.

Vulnerable URL: http://evsapi-
qa.nci.nih.gov/evsapi42/docs/gov/nih/nci/evs/domain/DescLogicConcept.html

Total of 1 security issues in this URL

[1 of 1]  Web Application Source Code Disclosure Pattern Found

Severity: Medium

Test Type: Application

Vulnerable URL: http://evsapi-
qa.nci.nih.gov/evsapi42/docs/gov/nih/nci/evs/domain/DescLogicConcept.html   

Remediation Tasks: Remove source code files from your web-server and apply any relevant 
patches

Variant 1 of 1  [ID=7766]

Request/Response:

GET /evsapi42/docs/gov/nih/nci/evs/domain/DescLogicConcept.html HTTP/1.0
Cookie: JSESSIONID=14506B78735841497CDAEE27B6A7F173
Accept: */*
Accept-Language: en-US
User-Agent: NCI CBIIT Security App Scan
Host: evsapi-qa.nci.nih.gov
Referer: http://evsapi-qa.nci.nih.gov/evsapi42/docs/allclasses-frame.html

HTTP/1.1 200 OK
Content-Length: 51868
Date: Thu, 25 Sep 2008 17:38:32 GMT
X-Powered-By: Servlet 2.4; JBoss-4.0.5.GA (build: CVSTag=Branch_4_0 
date=200610162339)/Tomcat-5.5
ETag: W/"51868-1222285064000"
Last-Modified: Wed, 24 Sep 2008 19:37:44 GMT
Content-Type: text/html

10/29/2008 8:34:24 AM 23/89



Connection: close

<!DOCTYPE HTML PUBLIC "-//W3C//DTD HTML 4.01 Transitional//EN" 
"http://www.w3.org/TR/html4/loose.dtd">
<!--NewPage-->
<HTML>
<HEAD>
<!-- Generated by javadoc (build 1.5.0_15) on Wed Sep 24 15:37:43 EDT 2008 -->
<TITLE>
DescLogicConcept (evsapi42 API Documentation)
</TITLE>

<META NAME="keywords" CONTENT="gov.nih.nci.evs.domain.DescLogicConcept class">

<LINK REL ="stylesheet" TYPE="text/css" HREF="../../../../../stylesheet.css" 
TITLE="Style">

<SCRIPT type="text/javascript">
function windowTitle()
{
    parent.document.title="DescLogicConcept (evsapi42 API Documentation)";
}
</SCRIPT>
<NOSCRIPT>
</NOSCRIPT>

</HEAD>

<BODY BGCOLOR="white" onload="windowTitle();">

<!-- ========= START OF TOP NAVBAR ======= -->
<A NAME="navbar_top"><!-- --></A>
<A HREF="#skip-navbar_top" title="Skip navigation links"></A>
<TABLE BORDER="0" WIDTH="100%" CELLPADDING="1" CELLSPACING="0" SUMMARY="">
<TR>
<TD COLSPAN=2 BGCOLOR="#EEEEFF" CLASS="NavBarCell1">
<A NAME="navbar_top_firstrow"><!-- --></A>
<TABLE BORDER="0" CELLPADDING="0" CELLSPACING="3" SUMMARY="">
  <TR ALIGN="center" VALIGN="top">
  <TD BGCOLOR="#EEEEFF" CLASS="NavBarCell1">    <A HREF="../../../../../overview-
summary.html"><FONT CLASS="NavBarFont1"><B>Overview</B></FONT></A>&nbsp;</TD>
  <TD BGCOLOR="#EEEEFF" CLASS="NavBarCell1">    <A HREF="package-summary.html"><FONT 
CLASS="NavBarFont1"><B>Package</B></FONT></A>&nbsp;</TD>
  <TD BGCOLOR="#FFFFFF" CLASS="NavBarCell1Rev"> &nbsp;<FONT 
CLASS="NavBarFont1Rev"><B>Class</B></FONT>&nbsp;</TD>
  <TD BGCOLOR="#EEEEFF" CLASS="NavBarCell1">    <A HREF="class-
use/DescLogicConcept.html"><FONT 
CLASS="NavBarFont1"><B>Use</B></FONT></A>&nbsp;</TD>
  <TD BGCOLOR="#EEEEFF" CLASS="NavBarCell1">    <A HREF="package-tree.html"><FONT 
CLASS="NavBarFont1"><B>Tree</B></FONT></A>&nbsp;</TD>
  <TD BGCOLOR="#EEEEFF" CLASS="NavBarCell1">    <A HREF="../../../../../deprecated-
list.html"><FONT CLASS="NavBarFont1"><B>Deprecated</B></FONT></A>&nbsp;</TD>
  <TD BGCOLOR="#EEEEFF" CLASS="NavBarCell1">    <A HREF="../../../../../index-
all.html"><FONT CLASS="NavBarFont1"><B>Index</B></FONT></A>&nbsp;</TD>
  <TD BGCOLOR="#EEEEFF" CLASS="NavBarCell1">    <A HREF="../../../../../help-
doc.html"><FONT CLASS="NavBarFont1"><B>Help</B></FONT></A>&nbsp;</TD>
  </TR>
</TABLE>
</TD>
<TD ALIGN="right" VALIGN="top" ROWSPAN=3><EM>
</EM>
</TD>
</TR>

<TR>
<TD BGCOLOR="white" CLASS="NavBarCell2"><FONT SIZE="-2">
&nbsp;<A HREF="../../../../../gov/nih/nci/evs/domain/Definition.html" title="class 
in gov.nih.nci.evs.domain"><B>PREV CLASS</B></A>&nbsp;
&nbsp;<A HREF="../../../../../gov/nih/nci/evs/domain/EdgeProperties.html" 
title="class in gov.nih.nci.evs.domain"><B>NEXT CLASS</B></A></FONT></TD>
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  <A HREF="../../../../../index.html?gov/nih/nci/evs/domain/DescLogicConcept.html" 
target="_top"><B>FRAMES</B></A>  &nbsp;
&nbsp;<A HREF="DescLogicConcept.html" target="_top"><B>NO FRAMES</B></A>  &nbsp;
&nbsp;<SCRIPT type="text/javascript">
  <!--
  if(window==top) {
    document.writeln('<A HREF="../../../../../allclasses-noframe.html"><B>All 
Classes</B></A>');
  }
  //-->
</SCRIPT>
<NOSCRIPT>
  <A HREF="../../../../../allclasses-noframe.html"><B>All Classes</B></A>
</NOSCRIPT>

</FONT></TD>
</TR>
<TR>
<TD VALIGN="top" CLASS="NavBarCell3"><FONT SIZE="-2">
  SUMMARY:&nbsp;NESTED&nbsp;|&nbsp;<A HREF="#field_summary">FIELD</A>&nbsp;|&nbsp;<A 
HREF="#constructor_summary">CONSTR</A>&nbsp;|&nbsp;<A 
HREF="#method_summary">METHOD</A></FONT></TD>
<TD VALIGN="top" CLASS="NavBarCell3"><FONT SIZE="-2">
DETAIL:&nbsp;<A HREF="#field_detail">FIELD</A>&nbsp;|&nbsp;<A 
HREF="#constructor_detail">CONSTR</A>&nbsp;|&nbsp;<A 
HREF="#method_detail">METHOD</A></FONT></TD>
</TR>
</TABLE>
<A NAME="skip-navbar_top"></A>
<!-- ========= END OF TOP NAVBAR ========= -->

<HR>
<!-- ======== START OF CLASS DATA ======== -->
<H2>
<FONT SIZE="-1">
gov.nih.nci.evs.domain</FONT>
<BR>
Class DescLogicConcept</H2>
<PRE>
java.lang.Object
  <IMG SRC="../../../../../resources/inherit.gif" ALT="extended by 
"><B>gov.nih.nci.evs.domain.DescLogicConcept</B>
</PRE>
<DL>
<DT><B>All Implemented Interfaces:</B> <DD>java.io.Serializable</DD>
</DL>
<HR>
<DL>
<DT><PRE>public class <B>DescLogicConcept</B><DT>extends 
java.lang.Object<DT>implements java.io.Serializable</DL>
</PR...

Validation In Response:

• <DT><PRE>public classpublic classpublic classpublic class <B>DescLogicConcept</B><DT>extends java.lang.Object<DT>
implements java.io.Serializable</DL>

Reasoning:

The response contains source code of script files, which may expose sensitive information about 
the site and the application logic.

Vulnerable URL: http://evsapi-
qa.nci.nih.gov/evsapi42/docs/gov/nih/nci/evs/domain/EdgeProperties.html

Total of 1 security issues in this URL
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[1 of 1]  Web Application Source Code Disclosure Pattern Found

Severity: Medium

Test Type: Application

Vulnerable URL: http://evsapi-
qa.nci.nih.gov/evsapi42/docs/gov/nih/nci/evs/domain/EdgeProperties.html   

Remediation Tasks: Remove source code files from your web-server and apply any relevant 
patches

Variant 1 of 1  [ID=7767]

Request/Response:

GET /evsapi42/docs/gov/nih/nci/evs/domain/EdgeProperties.html HTTP/1.0
Cookie: JSESSIONID=14506B78735841497CDAEE27B6A7F173
Accept: */*
Accept-Language: en-US
User-Agent: NCI CBIIT Security App Scan
Host: evsapi-qa.nci.nih.gov
Referer: http://evsapi-qa.nci.nih.gov/evsapi42/docs/allclasses-frame.html

HTTP/1.1 200 OK
Content-Length: 19551
Date: Thu, 25 Sep 2008 17:38:32 GMT
X-Powered-By: Servlet 2.4; JBoss-4.0.5.GA (build: CVSTag=Branch_4_0 
date=200610162339)/Tomcat-5.5
ETag: W/"19551-1222285064000"
Last-Modified: Wed, 24 Sep 2008 19:37:44 GMT
Content-Type: text/html
Connection: close

<!DOCTYPE HTML PUBLIC "-//W3C//DTD HTML 4.01 Transitional//EN" 
"http://www.w3.org/TR/html4/loose.dtd">
<!--NewPage-->
<HTML>
<HEAD>
<!-- Generated by javadoc (build 1.5.0_15) on Wed Sep 24 15:37:43 EDT 2008 -->
<TITLE>
EdgeProperties (evsapi42 API Documentation)
</TITLE>

<META NAME="keywords" CONTENT="gov.nih.nci.evs.domain.EdgeProperties class">

<LINK REL ="stylesheet" TYPE="text/css" HREF="../../../../../stylesheet.css" 
TITLE="Style">

<SCRIPT type="text/javascript">
function windowTitle()
{
    parent.document.title="EdgeProperties (evsapi42 API Documentation)";
}
</SCRIPT>
<NOSCRIPT>
</NOSCRIPT>

</HEAD>

<BODY BGCOLOR="white" onload="windowTitle();">

<!-- ========= START OF TOP NAVBAR ======= -->
<A NAME="navbar_top"><!-- --></A>
<A HREF="#skip-navbar_top" title="Skip navigation links"></A>
<TABLE BORDER="0" WIDTH="100%" CELLPADDING="1" CELLSPACING="0" SUMMARY="">
<TR>
<TD COLSPAN=2 BGCOLOR="#EEEEFF" CLASS="NavBarCell1">
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<A NAME="navbar_top_firstrow"><!-- --></A>
<TABLE BORDER="0" CELLPADDING="0" CELLSPACING="3" SUMMARY="">
  <TR ALIGN="center" VALIGN="top">
  <TD BGCOLOR="#EEEEFF" CLASS="NavBarCell1">    <A HREF="../../../../../overview-
summary.html"><FONT CLASS="NavBarFont1"><B>Overview</B></FONT></A>&nbsp;</TD>
  <TD BGCOLOR="#EEEEFF" CLASS="NavBarCell1">    <A HREF="package-summary.html"><FONT 
CLASS="NavBarFont1"><B>Package</B></FONT></A>&nbsp;</TD>
  <TD BGCOLOR="#FFFFFF" CLASS="NavBarCell1Rev"> &nbsp;<FONT 
CLASS="NavBarFont1Rev"><B>Class</B></FONT>&nbsp;</TD>
  <TD BGCOLOR="#EEEEFF" CLASS="NavBarCell1">    <A HREF="class-
use/EdgeProperties.html"><FONT CLASS="NavBarFont1"><B>Use</B></FONT></A>&nbsp;</TD>
  <TD BGCOLOR="#EEEEFF" CLASS="NavBarCell1">    <A HREF="package-tree.html"><FONT 
CLASS="NavBarFont1"><B>Tree</B></FONT></A>&nbsp;</TD>
  <TD BGCOLOR="#EEEEFF" CLASS="NavBarCell1">    <A HREF="../../../../../deprecated-
list.html"><FONT CLASS="NavBarFont1"><B>Deprecated</B></FONT></A>&nbsp;</TD>
  <TD BGCOLOR="#EEEEFF" CLASS="NavBarCell1">    <A HREF="../../../../../index-
all.html"><FONT CLASS="NavBarFont1"><B>Index</B></FONT></A>&nbsp;</TD>
  <TD BGCOLOR="#EEEEFF" CLASS="NavBarCell1">    <A HREF="../../../../../help-
doc.html"><FONT CLASS="NavBarFont1"><B>Help</B></FONT></A>&nbsp;</TD>
  </TR>
</TABLE>
</TD>
<TD ALIGN="right" VALIGN="top" ROWSPAN=3><EM>
</EM>
</TD>
</TR>

<TR>
<TD BGCOLOR="white" CLASS="NavBarCell2"><FONT SIZE="-2">
&nbsp;<A HREF="../../../../../gov/nih/nci/evs/domain/DescLogicConcept.html" 
title="class in gov.nih.nci.evs.domain"><B>PREV CLASS</B></A>&nbsp;
&nbsp;<A HREF="../../../../../gov/nih/nci/evs/domain/EditActionDate.html" 
title="class in gov.nih.nci.evs.domain"><B>NEXT CLASS</B></A></FONT></TD>
<TD BGCOLOR="white" CLASS="NavBarCell2"><FONT SIZE="-2">
  <A HREF="../../../../../index.html?gov/nih/nci/evs/domain/EdgeProperties.html" 
target="_top"><B>FRAMES</B></A>  &nbsp;
&nbsp;<A HREF="EdgeProperties.html" target="_top"><B>NO FRAMES</B></A>  &nbsp;
&nbsp;<SCRIPT type="text/javascript">
  <!--
  if(window==top) {
    document.writeln('<A HREF="../../../../../allclasses-noframe.html"><B>All 
Classes</B></A>');
  }
  //-->
</SCRIPT>
<NOSCRIPT>
  <A HREF="../../../../../allclasses-noframe.html"><B>All Classes</B></A>
</NOSCRIPT>

</FONT></TD>
</TR>
<TR>
<TD VALIGN="top" CLASS="NavBarCell3"><FONT SIZE="-2">
  SUMMARY:&nbsp;NESTED&nbsp;|&nbsp;<A HREF="#field_summary">FIELD</A>&nbsp;|&nbsp;<A 
HREF="#constructor_summary">CONSTR</A>&nbsp;|&nbsp;<A 
HREF="#method_summary">METHOD</A></FONT></TD>
<TD VALIGN="top" CLASS="NavBarCell3"><FONT SIZE="-2">
DETAIL:&nbsp;<A HREF="#field_detail">FIELD</A>&nbsp;|&nbsp;<A 
HREF="#constructor_detail">CONSTR</A>&nbsp;|&nbsp;<A 
HREF="#method_detail">METHOD</A></FONT></TD>
</TR>
</TABLE>
<A NAME="skip-navbar_top"></A>
<!-- ========= END OF TOP NAVBAR ========= -->

<HR>
<!-- ======== START OF CLASS DATA ======== -->
<H2>
<FONT SIZE="-1">
gov.nih.nci.evs.domain</FONT>
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Class EdgeProperties</H2>
<PRE>
java.lang.Object
  <IMG SRC="../../../../../resources/inherit.gif" ALT="extended by 
"><B>gov.nih.nci.evs.domain.EdgeProperties</B>
</PRE>
<DL>
<DT><B>All Implemented Interfaces:</B> <DD>java.io.Serializable</DD>
</DL>
<HR>
<DL>
<DT><PRE>public class <B>EdgeProperties</B><DT>extends 
java.lang.Object<DT>implements java.io.Serializable</DL>
</PRE>

<P>
The...

Validation In Response:

• <DT><PRE>public classpublic classpublic classpublic class <B>EdgeProperties</B><DT>extends java.lang.Object<DT>
implements java.io.Serializable</DL>

Reasoning:

The response contains source code of script files, which may expose sensitive information about 
the site and the application logic.

Vulnerable URL: http://evsapi-
qa.nci.nih.gov/evsapi42/docs/gov/nih/nci/evs/domain/EditActionDate.html

Total of 1 security issues in this URL

[1 of 1]  Web Application Source Code Disclosure Pattern Found

Severity: Medium

Test Type: Application

Vulnerable URL: http://evsapi-
qa.nci.nih.gov/evsapi42/docs/gov/nih/nci/evs/domain/EditActionDate.html   

Remediation Tasks: Remove source code files from your web-server and apply any relevant 
patches

Variant 1 of 1  [ID=7768]

Request/Response:

GET /evsapi42/docs/gov/nih/nci/evs/domain/EditActionDate.html HTTP/1.0
Cookie: JSESSIONID=14506B78735841497CDAEE27B6A7F173
Accept: */*
Accept-Language: en-US
User-Agent: NCI CBIIT Security App Scan
Host: evsapi-qa.nci.nih.gov
Referer: http://evsapi-qa.nci.nih.gov/evsapi42/docs/allclasses-frame.html

HTTP/1.1 200 OK
Content-Length: 15419
Date: Thu, 25 Sep 2008 17:38:32 GMT
X-Powered-By: Servlet 2.4; JBoss-4.0.5.GA (build: CVSTag=Branch_4_0 
date=200610162339)/Tomcat-5.5
ETag: W/"15419-1222285064000"
Last-Modified: Wed, 24 Sep 2008 19:37:44 GMT
Content-Type: text/html
Connection: close
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<!DOCTYPE HTML PUBLIC "-//W3C//DTD HTML 4.01 Transitional//EN" 
"http://www.w3.org/TR/html4/loose.dtd">
<!--NewPage-->
<HTML>
<HEAD>
<!-- Generated by javadoc (build 1.5.0_15) on Wed Sep 24 15:37:43 EDT 2008 -->
<TITLE>
EditActionDate (evsapi42 API Documentation)
</TITLE>

<META NAME="keywords" CONTENT="gov.nih.nci.evs.domain.EditActionDate class">

<LINK REL ="stylesheet" TYPE="text/css" HREF="../../../../../stylesheet.css" 
TITLE="Style">

<SCRIPT type="text/javascript">
function windowTitle()
{
    parent.document.title="EditActionDate (evsapi42 API Documentation)";
}
</SCRIPT>
<NOSCRIPT>
</NOSCRIPT>

</HEAD>

<BODY BGCOLOR="white" onload="windowTitle();">

<!-- ========= START OF TOP NAVBAR ======= -->
<A NAME="navbar_top"><!-- --></A>
<A HREF="#skip-navbar_top" title="Skip navigation links"></A>
<TABLE BORDER="0" WIDTH="100%" CELLPADDING="1" CELLSPACING="0" SUMMARY="">
<TR>
<TD COLSPAN=2 BGCOLOR="#EEEEFF" CLASS="NavBarCell1">
<A NAME="navbar_top_firstrow"><!-- --></A>
<TABLE BORDER="0" CELLPADDING="0" CELLSPACING="3" SUMMARY="">
  <TR ALIGN="center" VALIGN="top">
  <TD BGCOLOR="#EEEEFF" CLASS="NavBarCell1">    <A HREF="../../../../../overview-
summary.html"><FONT CLASS="NavBarFont1"><B>Overview</B></FONT></A>&nbsp;</TD>
  <TD BGCOLOR="#EEEEFF" CLASS="NavBarCell1">    <A HREF="package-summary.html"><FONT 
CLASS="NavBarFont1"><B>Package</B></FONT></A>&nbsp;</TD>
  <TD BGCOLOR="#FFFFFF" CLASS="NavBarCell1Rev"> &nbsp;<FONT 
CLASS="NavBarFont1Rev"><B>Class</B></FONT>&nbsp;</TD>
  <TD BGCOLOR="#EEEEFF" CLASS="NavBarCell1">    <A HREF="class-
use/EditActionDate.html"><FONT CLASS="NavBarFont1"><B>Use</B></FONT></A>&nbsp;</TD>
  <TD BGCOLOR="#EEEEFF" CLASS="NavBarCell1">    <A HREF="package-tree.html"><FONT 
CLASS="NavBarFont1"><B>Tree</B></FONT></A>&nbsp;</TD>
  <TD BGCOLOR="#EEEEFF" CLASS="NavBarCell1">    <A HREF="../../../../../deprecated-
list.html"><FONT CLASS="NavBarFont1"><B>Deprecated</B></FONT></A>&nbsp;</TD>
  <TD BGCOLOR="#EEEEFF" CLASS="NavBarCell1">    <A HREF="../../../../../index-
all.html"><FONT CLASS="NavBarFont1"><B>Index</B></FONT></A>&nbsp;</TD>
  <TD BGCOLOR="#EEEEFF" CLASS="NavBarCell1">    <A HREF="../../../../../help-
doc.html"><FONT CLASS="NavBarFont1"><B>Help</B></FONT></A>&nbsp;</TD>
  </TR>
</TABLE>
</TD>
<TD ALIGN="right" VALIGN="top" ROWSPAN=3><EM>
</EM>
</TD>
</TR>

<TR>
<TD BGCOLOR="white" CLASS="NavBarCell2"><FONT SIZE="-2">
&nbsp;<A HREF="../../../../../gov/nih/nci/evs/domain/EdgeProperties.html" 
title="class in gov.nih.nci.evs.domain"><B>PREV CLASS</B></A>&nbsp;
&nbsp;<A HREF="../../../../../gov/nih/nci/evs/domain/History.html" title="class in 
gov.nih.nci.evs.domain"><B>NEXT CLASS</B></A></FONT></TD>
<TD BGCOLOR="white" CLASS="NavBarCell2"><FONT SIZE="-2">
  <A HREF="../../../../../index.html?gov/nih/nci/evs/domain/EditActionDate.html" 
target="_top"><B>FRAMES</B></A>  &nbsp;
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&nbsp;<SCRIPT type="text/javascript">
  <!--
  if(window==top) {
    document.writeln('<A HREF="../../../../../allclasses-noframe.html"><B>All 
Classes</B></A>');
  }
  //-->
</SCRIPT>
<NOSCRIPT>
  <A HREF="../../../../../allclasses-noframe.html"><B>All Classes</B></A>
</NOSCRIPT>

</FONT></TD>
</TR>
<TR>
<TD VALIGN="top" CLASS="NavBarCell3"><FONT SIZE="-2">
  SUMMARY:&nbsp;NESTED&nbsp;|&nbsp;<A HREF="#field_summary">FIELD</A>&nbsp;|&nbsp;<A 
HREF="#constructor_summary">CONSTR</A>&nbsp;|&nbsp;<A 
HREF="#method_summary">METHOD</A></FONT></TD>
<TD VALIGN="top" CLASS="NavBarCell3"><FONT SIZE="-2">
DETAIL:&nbsp;<A HREF="#field_detail">FIELD</A>&nbsp;|&nbsp;<A 
HREF="#constructor_detail">CONSTR</A>&nbsp;|&nbsp;<A 
HREF="#method_detail">METHOD</A></FONT></TD>
</TR>
</TABLE>
<A NAME="skip-navbar_top"></A>
<!-- ========= END OF TOP NAVBAR ========= -->

<HR>
<!-- ======== START OF CLASS DATA ======== -->
<H2>
<FONT SIZE="-1">
gov.nih.nci.evs.domain</FONT>
<BR>
Class EditActionDate</H2>
<PRE>
java.lang.Object
  <IMG SRC="../../../../../resources/inherit.gif" ALT="extended by 
"><B>gov.nih.nci.evs.domain.EditActionDate</B>
</PRE>
<DL>
<DT><B>All Implemented Interfaces:</B> <DD>java.io.Serializable</DD>
</DL>
<HR>
<DL>
<DT><PRE>public class <B>EditActionDate</B><DT>extends 
java.lang.Object<DT>implements java.io.Serializable</DL>
</PRE>

<P>
This class h...

Validation In Response:

• <DT><PRE>public classpublic classpublic classpublic class <B>EditActionDate</B><DT>extends java.lang.Object<DT>
implements java.io.Serializable</DL>

Reasoning:

The response contains source code of script files, which may expose sensitive information about 
the site and the application logic.

Vulnerable URL: http://evsapi-qa.nci.nih.gov/evsapi42/docs/gov/nih/nci/evs/domain/History.html

Total of 1 security issues in this URL
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[1 of 1]  Web Application Source Code Disclosure Pattern Found

Severity: Medium

Test Type: Application

Vulnerable URL: http://evsapi-
qa.nci.nih.gov/evsapi42/docs/gov/nih/nci/evs/domain/History.html   

Remediation Tasks: Remove source code files from your web-server and apply any relevant 
patches

Variant 1 of 1  [ID=7769]

Request/Response:

GET /evsapi42/docs/gov/nih/nci/evs/domain/History.html HTTP/1.0
Cookie: JSESSIONID=14506B78735841497CDAEE27B6A7F173
Accept: */*
Accept-Language: en-US
User-Agent: NCI CBIIT Security App Scan
Host: evsapi-qa.nci.nih.gov
Referer: http://evsapi-qa.nci.nih.gov/evsapi42/docs/allclasses-frame.html

HTTP/1.1 200 OK
Content-Length: 19676
Date: Thu, 25 Sep 2008 17:38:32 GMT
X-Powered-By: Servlet 2.4; JBoss-4.0.5.GA (build: CVSTag=Branch_4_0 
date=200610162339)/Tomcat-5.5
ETag: W/"19676-1222285064000"
Last-Modified: Wed, 24 Sep 2008 19:37:44 GMT
Content-Type: text/html
Connection: close

<!DOCTYPE HTML PUBLIC "-//W3C//DTD HTML 4.01 Transitional//EN" 
"http://www.w3.org/TR/html4/loose.dtd">
<!--NewPage-->
<HTML>
<HEAD>
<!-- Generated by javadoc (build 1.5.0_15) on Wed Sep 24 15:37:43 EDT 2008 -->
<TITLE>
History (evsapi42 API Documentation)
</TITLE>

<META NAME="keywords" CONTENT="gov.nih.nci.evs.domain.History class">

<LINK REL ="stylesheet" TYPE="text/css" HREF="../../../../../stylesheet.css" 
TITLE="Style">

<SCRIPT type="text/javascript">
function windowTitle()
{
    parent.document.title="History (evsapi42 API Documentation)";
}
</SCRIPT>
<NOSCRIPT>
</NOSCRIPT>

</HEAD>

<BODY BGCOLOR="white" onload="windowTitle();">

<!-- ========= START OF TOP NAVBAR ======= -->
<A NAME="navbar_top"><!-- --></A>
<A HREF="#skip-navbar_top" title="Skip navigation links"></A>
<TABLE BORDER="0" WIDTH="100%" CELLPADDING="1" CELLSPACING="0" SUMMARY="">
<TR>
<TD COLSPAN=2 BGCOLOR="#EEEEFF" CLASS="NavBarCell1">
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<A NAME="navbar_top_firstrow"><!-- --></A>
<TABLE BORDER="0" CELLPADDING="0" CELLSPACING="3" SUMMARY="">
  <TR ALIGN="center" VALIGN="top">
  <TD BGCOLOR="#EEEEFF" CLASS="NavBarCell1">    <A HREF="../../../../../overview-
summary.html"><FONT CLASS="NavBarFont1"><B>Overview</B></FONT></A>&nbsp;</TD>
  <TD BGCOLOR="#EEEEFF" CLASS="NavBarCell1">    <A HREF="package-summary.html"><FONT 
CLASS="NavBarFont1"><B>Package</B></FONT></A>&nbsp;</TD>
  <TD BGCOLOR="#FFFFFF" CLASS="NavBarCell1Rev"> &nbsp;<FONT 
CLASS="NavBarFont1Rev"><B>Class</B></FONT>&nbsp;</TD>
  <TD BGCOLOR="#EEEEFF" CLASS="NavBarCell1">    <A HREF="class-
use/History.html"><FONT CLASS="NavBarFont1"><B>Use</B></FONT></A>&nbsp;</TD>
  <TD BGCOLOR="#EEEEFF" CLASS="NavBarCell1">    <A HREF="package-tree.html"><FONT 
CLASS="NavBarFont1"><B>Tree</B></FONT></A>&nbsp;</TD>
  <TD BGCOLOR="#EEEEFF" CLASS="NavBarCell1">    <A HREF="../../../../../deprecated-
list.html"><FONT CLASS="NavBarFont1"><B>Deprecated</B></FONT></A>&nbsp;</TD>
  <TD BGCOLOR="#EEEEFF" CLASS="NavBarCell1">    <A HREF="../../../../../index-
all.html"><FONT CLASS="NavBarFont1"><B>Index</B></FONT></A>&nbsp;</TD>
  <TD BGCOLOR="#EEEEFF" CLASS="NavBarCell1">    <A HREF="../../../../../help-
doc.html"><FONT CLASS="NavBarFont1"><B>Help</B></FONT></A>&nbsp;</TD>
  </TR>
</TABLE>
</TD>
<TD ALIGN="right" VALIGN="top" ROWSPAN=3><EM>
</EM>
</TD>
</TR>

<TR>
<TD BGCOLOR="white" CLASS="NavBarCell2"><FONT SIZE="-2">
&nbsp;<A HREF="../../../../../gov/nih/nci/evs/domain/EditActionDate.html" 
title="class in gov.nih.nci.evs.domain"><B>PREV CLASS</B></A>&nbsp;
&nbsp;<A HREF="../../../../../gov/nih/nci/evs/domain/HistoryRecord.html" 
title="class in gov.nih.nci.evs.domain"><B>NEXT CLASS</B></A></FONT></TD>
<TD BGCOLOR="white" CLASS="NavBarCell2"><FONT SIZE="-2">
  <A HREF="../../../../../index.html?gov/nih/nci/evs/domain/History.html" 
target="_top"><B>FRAMES</B></A>  &nbsp;
&nbsp;<A HREF="History.html" target="_top"><B>NO FRAMES</B></A>  &nbsp;
&nbsp;<SCRIPT type="text/javascript">
  <!--
  if(window==top) {
    document.writeln('<A HREF="../../../../../allclasses-noframe.html"><B>All 
Classes</B></A>');
  }
  //-->
</SCRIPT>
<NOSCRIPT>
  <A HREF="../../../../../allclasses-noframe.html"><B>All Classes</B></A>
</NOSCRIPT>

</FONT></TD>
</TR>
<TR>
<TD VALIGN="top" CLASS="NavBarCell3"><FONT SIZE="-2">
  SUMMARY:&nbsp;NESTED&nbsp;|&nbsp;<A HREF="#field_summary">FIELD</A>&nbsp;|&nbsp;<A 
HREF="#constructor_summary">CONSTR</A>&nbsp;|&nbsp;<A 
HREF="#method_summary">METHOD</A></FONT></TD>
<TD VALIGN="top" CLASS="NavBarCell3"><FONT SIZE="-2">
DETAIL:&nbsp;<A HREF="#field_detail">FIELD</A>&nbsp;|&nbsp;<A 
HREF="#constructor_detail">CONSTR</A>&nbsp;|&nbsp;<A 
HREF="#method_detail">METHOD</A></FONT></TD>
</TR>
</TABLE>
<A NAME="skip-navbar_top"></A>
<!-- ========= END OF TOP NAVBAR ========= -->

<HR>
<!-- ======== START OF CLASS DATA ======== -->
<H2>
<FONT SIZE="-1">
gov.nih.nci.evs.domain</FONT>
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Class History</H2>
<PRE>
java.lang.Object
  <IMG SRC="../../../../../resources/inherit.gif" ALT="extended by 
"><B>gov.nih.nci.evs.domain.History</B>
</PRE>
<DL>
<DT><B>All Implemented Interfaces:</B> <DD>java.io.Serializable</DD>
</DL>
<HR>
<DL>
<DT><PRE>public class <B>History</B><DT>extends java.lang.Object<DT>implements 
java.io.Serializable</DL>
</PRE>

<P>
The History class stores the concept history information.
<P>

<P>
<DL>...

Validation In Response:

• <DT><PRE>public classpublic classpublic classpublic class <B>History</B><DT>extends java.lang.Object<DT>implements 
java.io.Serializable</DL>

Reasoning:

The response contains source code of script files, which may expose sensitive information about 
the site and the application logic.

Vulnerable URL: http://evsapi-
qa.nci.nih.gov/evsapi42/docs/gov/nih/nci/evs/domain/HistoryRecord.html

Total of 1 security issues in this URL

[1 of 1]  Web Application Source Code Disclosure Pattern Found

Severity: Medium

Test Type: Application

Vulnerable URL: http://evsapi-
qa.nci.nih.gov/evsapi42/docs/gov/nih/nci/evs/domain/HistoryRecord.html   

Remediation Tasks: Remove source code files from your web-server and apply any relevant 
patches

Variant 1 of 1  [ID=7770]

Request/Response:

GET /evsapi42/docs/gov/nih/nci/evs/domain/HistoryRecord.html HTTP/1.0
Cookie: JSESSIONID=14506B78735841497CDAEE27B6A7F173
Accept: */*
Accept-Language: en-US
User-Agent: NCI CBIIT Security App Scan
Host: evsapi-qa.nci.nih.gov
Referer: http://evsapi-qa.nci.nih.gov/evsapi42/docs/allclasses-frame.html

HTTP/1.1 200 OK
Content-Length: 16812
Date: Thu, 25 Sep 2008 17:38:32 GMT
X-Powered-By: Servlet 2.4; JBoss-4.0.5.GA (build: CVSTag=Branch_4_0 
date=200610162339)/Tomcat-5.5
ETag: W/"16812-1222285064000"
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Last-Modified: Wed, 24 Sep 2008 19:37:44 GMT
Content-Type: text/html
Connection: close

<!DOCTYPE HTML PUBLIC "-//W3C//DTD HTML 4.01 Transitional//EN" 
"http://www.w3.org/TR/html4/loose.dtd">
<!--NewPage-->
<HTML>
<HEAD>
<!-- Generated by javadoc (build 1.5.0_15) on Wed Sep 24 15:37:43 EDT 2008 -->
<TITLE>
HistoryRecord (evsapi42 API Documentation)
</TITLE>

<META NAME="keywords" CONTENT="gov.nih.nci.evs.domain.HistoryRecord class">

<LINK REL ="stylesheet" TYPE="text/css" HREF="../../../../../stylesheet.css" 
TITLE="Style">

<SCRIPT type="text/javascript">
function windowTitle()
{
    parent.document.title="HistoryRecord (evsapi42 API Documentation)";
}
</SCRIPT>
<NOSCRIPT>
</NOSCRIPT>

</HEAD>

<BODY BGCOLOR="white" onload="windowTitle();">

<!-- ========= START OF TOP NAVBAR ======= -->
<A NAME="navbar_top"><!-- --></A>
<A HREF="#skip-navbar_top" title="Skip navigation links"></A>
<TABLE BORDER="0" WIDTH="100%" CELLPADDING="1" CELLSPACING="0" SUMMARY="">
<TR>
<TD COLSPAN=2 BGCOLOR="#EEEEFF" CLASS="NavBarCell1">
<A NAME="navbar_top_firstrow"><!-- --></A>
<TABLE BORDER="0" CELLPADDING="0" CELLSPACING="3" SUMMARY="">
  <TR ALIGN="center" VALIGN="top">
  <TD BGCOLOR="#EEEEFF" CLASS="NavBarCell1">    <A HREF="../../../../../overview-
summary.html"><FONT CLASS="NavBarFont1"><B>Overview</B></FONT></A>&nbsp;</TD>
  <TD BGCOLOR="#EEEEFF" CLASS="NavBarCell1">    <A HREF="package-summary.html"><FONT 
CLASS="NavBarFont1"><B>Package</B></FONT></A>&nbsp;</TD>
  <TD BGCOLOR="#FFFFFF" CLASS="NavBarCell1Rev"> &nbsp;<FONT 
CLASS="NavBarFont1Rev"><B>Class</B></FONT>&nbsp;</TD>
  <TD BGCOLOR="#EEEEFF" CLASS="NavBarCell1">    <A HREF="class-
use/HistoryRecord.html"><FONT CLASS="NavBarFont1"><B>Use</B></FONT></A>&nbsp;</TD>
  <TD BGCOLOR="#EEEEFF" CLASS="NavBarCell1">    <A HREF="package-tree.html"><FONT 
CLASS="NavBarFont1"><B>Tree</B></FONT></A>&nbsp;</TD>
  <TD BGCOLOR="#EEEEFF" CLASS="NavBarCell1">    <A HREF="../../../../../deprecated-
list.html"><FONT CLASS="NavBarFont1"><B>Deprecated</B></FONT></A>&nbsp;</TD>
  <TD BGCOLOR="#EEEEFF" CLASS="NavBarCell1">    <A HREF="../../../../../index-
all.html"><FONT CLASS="NavBarFont1"><B>Index</B></FONT></A>&nbsp;</TD>
  <TD BGCOLOR="#EEEEFF" CLASS="NavBarCell1">    <A HREF="../../../../../help-
doc.html"><FONT CLASS="NavBarFont1"><B>Help</B></FONT></A>&nbsp;</TD>
  </TR>
</TABLE>
</TD>
<TD ALIGN="right" VALIGN="top" ROWSPAN=3><EM>
</EM>
</TD>
</TR>

<TR>
<TD BGCOLOR="white" CLASS="NavBarCell2"><FONT SIZE="-2">
&nbsp;<A HREF="../../../../../gov/nih/nci/evs/domain/History.html" title="class in 
gov.nih.nci.evs.domain"><B>PREV CLASS</B></A>&nbsp;
&nbsp;<A HREF="../../../../../gov/nih/nci/evs/domain/MetaThesaurusConcept.html" 
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<TD BGCOLOR="white" CLASS="NavBarCell2"><FONT SIZE="-2">
  <A HREF="../../../../../index.html?gov/nih/nci/evs/domain/HistoryRecord.html" 
target="_top"><B>FRAMES</B></A>  &nbsp;
&nbsp;<A HREF="HistoryRecord.html" target="_top"><B>NO FRAMES</B></A>  &nbsp;
&nbsp;<SCRIPT type="text/javascript">
  <!--
  if(window==top) {
    document.writeln('<A HREF="../../../../../allclasses-noframe.html"><B>All 
Classes</B></A>');
  }
  //-->
</SCRIPT>
<NOSCRIPT>
  <A HREF="../../../../../allclasses-noframe.html"><B>All Classes</B></A>
</NOSCRIPT>

</FONT></TD>
</TR>
<TR>
<TD VALIGN="top" CLASS="NavBarCell3"><FONT SIZE="-2">
  SUMMARY:&nbsp;NESTED&nbsp;|&nbsp;<A HREF="#field_summary">FIELD</A>&nbsp;|&nbsp;<A 
HREF="#constructor_summary">CONSTR</A>&nbsp;|&nbsp;<A 
HREF="#method_summary">METHOD</A></FONT></TD>
<TD VALIGN="top" CLASS="NavBarCell3"><FONT SIZE="-2">
DETAIL:&nbsp;<A HREF="#field_detail">FIELD</A>&nbsp;|&nbsp;<A 
HREF="#constructor_detail">CONSTR</A>&nbsp;|&nbsp;<A 
HREF="#method_detail">METHOD</A></FONT></TD>
</TR>
</TABLE>
<A NAME="skip-navbar_top"></A>
<!-- ========= END OF TOP NAVBAR ========= -->

<HR>
<!-- ======== START OF CLASS DATA ======== -->
<H2>
<FONT SIZE="-1">
gov.nih.nci.evs.domain</FONT>
<BR>
Class HistoryRecord</H2>
<PRE>
java.lang.Object
  <IMG SRC="../../../../../resources/inherit.gif" ALT="extended by 
"><B>gov.nih.nci.evs.domain.HistoryRecord</B>
</PRE>
<DL>
<DT><B>All Implemented Interfaces:</B> <DD>java.io.Serializable</DD>
</DL>
<HR>
<DL>
<DT><PRE>public class <B>HistoryRecord</B><DT>extends java.lang.Object<DT>implements 
java.io.Serializable</DL>
</PRE>

<P>
The HistoryRecor...

Validation In Response:

• <DT><PRE>public classpublic classpublic classpublic class <B>HistoryRecord</B><DT>extends java.lang.Object<DT>
implements java.io.Serializable</DL>

Reasoning:

The response contains source code of script files, which may expose sensitive information about 
the site and the application logic.

Vulnerable URL: http://evsapi-
qa.nci.nih.gov/evsapi42/docs/gov/nih/nci/evs/domain/MetaThesaurusConcept.html
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Total of 1 security issues in this URL

[1 of 1]  Web Application Source Code Disclosure Pattern Found

Severity: Medium

Test Type: Application

Vulnerable URL: http://evsapi-
qa.nci.nih.gov/evsapi42/docs/gov/nih/nci/evs/domain/MetaThesaurusConcept
.html   

Remediation Tasks: Remove source code files from your web-server and apply any relevant 
patches

Variant 1 of 1  [ID=7771]

Request/Response:

GET /evsapi42/docs/gov/nih/nci/evs/domain/MetaThesaurusConcept.html HTTP/1.0
Cookie: JSESSIONID=14506B78735841497CDAEE27B6A7F173
Accept: */*
Accept-Language: en-US
User-Agent: NCI CBIIT Security App Scan
Host: evsapi-qa.nci.nih.gov
Referer: http://evsapi-qa.nci.nih.gov/evsapi42/docs/allclasses-frame.html

HTTP/1.1 200 OK
Content-Length: 29710
Date: Thu, 25 Sep 2008 17:38:32 GMT
X-Powered-By: Servlet 2.4; JBoss-4.0.5.GA (build: CVSTag=Branch_4_0 
date=200610162339)/Tomcat-5.5
ETag: W/"29710-1222285064000"
Last-Modified: Wed, 24 Sep 2008 19:37:44 GMT
Content-Type: text/html
Connection: close

<!DOCTYPE HTML PUBLIC "-//W3C//DTD HTML 4.01 Transitional//EN" 
"http://www.w3.org/TR/html4/loose.dtd">
<!--NewPage-->
<HTML>
<HEAD>
<!-- Generated by javadoc (build 1.5.0_15) on Wed Sep 24 15:37:43 EDT 2008 -->
<TITLE>
MetaThesaurusConcept (evsapi42 API Documentation)
</TITLE>

<META NAME="keywords" CONTENT="gov.nih.nci.evs.domain.MetaThesaurusConcept class">

<LINK REL ="stylesheet" TYPE="text/css" HREF="../../../../../stylesheet.css" 
TITLE="Style">

<SCRIPT type="text/javascript">
function windowTitle()
{
    parent.document.title="MetaThesaurusConcept (evsapi42 API Documentation)";
}
</SCRIPT>
<NOSCRIPT>
</NOSCRIPT>

</HEAD>

<BODY BGCOLOR="white" onload="windowTitle();">

<!-- ========= START OF TOP NAVBAR ======= -->
<A NAME="navbar_top"><!-- --></A>
<A HREF="#skip-navbar_top" title="Skip navigation links"></A>
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<TABLE BORDER="0" WIDTH="100%" CELLPADDING="1" CELLSPACING="0" SUMMARY="">
<TR>
<TD COLSPAN=2 BGCOLOR="#EEEEFF" CLASS="NavBarCell1">
<A NAME="navbar_top_firstrow"><!-- --></A>
<TABLE BORDER="0" CELLPADDING="0" CELLSPACING="3" SUMMARY="">
  <TR ALIGN="center" VALIGN="top">
  <TD BGCOLOR="#EEEEFF" CLASS="NavBarCell1">    <A HREF="../../../../../overview-
summary.html"><FONT CLASS="NavBarFont1"><B>Overview</B></FONT></A>&nbsp;</TD>
  <TD BGCOLOR="#EEEEFF" CLASS="NavBarCell1">    <A HREF="package-summary.html"><FONT 
CLASS="NavBarFont1"><B>Package</B></FONT></A>&nbsp;</TD>
  <TD BGCOLOR="#FFFFFF" CLASS="NavBarCell1Rev"> &nbsp;<FONT 
CLASS="NavBarFont1Rev"><B>Class</B></FONT>&nbsp;</TD>
  <TD BGCOLOR="#EEEEFF" CLASS="NavBarCell1">    <A HREF="class-
use/MetaThesaurusConcept.html"><FONT 
CLASS="NavBarFont1"><B>Use</B></FONT></A>&nbsp;</TD>
  <TD BGCOLOR="#EEEEFF" CLASS="NavBarCell1">    <A HREF="package-tree.html"><FONT 
CLASS="NavBarFont1"><B>Tree</B></FONT></A>&nbsp;</TD>
  <TD BGCOLOR="#EEEEFF" CLASS="NavBarCell1">    <A HREF="../../../../../deprecated-
list.html"><FONT CLASS="NavBarFont1"><B>Deprecated</B></FONT></A>&nbsp;</TD>
  <TD BGCOLOR="#EEEEFF" CLASS="NavBarCell1">    <A HREF="../../../../../index-
all.html"><FONT CLASS="NavBarFont1"><B>Index</B></FONT></A>&nbsp;</TD>
  <TD BGCOLOR="#EEEEFF" CLASS="NavBarCell1">    <A HREF="../../../../../help-
doc.html"><FONT CLASS="NavBarFont1"><B>Help</B></FONT></A>&nbsp;</TD>
  </TR>
</TABLE>
</TD>
<TD ALIGN="right" VALIGN="top" ROWSPAN=3><EM>
</EM>
</TD>
</TR>

<TR>
<TD BGCOLOR="white" CLASS="NavBarCell2"><FONT SIZE="-2">
&nbsp;<A HREF="../../../../../gov/nih/nci/evs/domain/HistoryRecord.html" 
title="class in gov.nih.nci.evs.domain"><B>PREV CLASS</B></A>&nbsp;
&nbsp;<A HREF="../../../../../gov/nih/nci/evs/domain/Property.html" title="class in 
gov.nih.nci.evs.domain"><B>NEXT CLASS</B></A></FONT></TD>
<TD BGCOLOR="white" CLASS="NavBarCell2"><FONT SIZE="-2">
  <A HREF="../../../../../index.html?
gov/nih/nci/evs/domain/MetaThesaurusConcept.html" target="_top"><B>FRAMES</B></A>  
&nbsp;
&nbsp;<A HREF="MetaThesaurusConcept.html" target="_top"><B>NO FRAMES</B></A>  &nbsp;
&nbsp;<SCRIPT type="text/javascript">
  <!--
  if(window==top) {
    document.writeln('<A HREF="../../../../../allclasses-noframe.html"><B>All 
Classes</B></A>');
  }
  //-->
</SCRIPT>
<NOSCRIPT>
  <A HREF="../../../../../allclasses-noframe.html"><B>All Classes</B></A>
</NOSCRIPT>

</FONT></TD>
</TR>
<TR>
<TD VALIGN="top" CLASS="NavBarCell3"><FONT SIZE="-2">
  SUMMARY:&nbsp;NESTED&nbsp;|&nbsp;<A HREF="#field_summary">FIELD</A>&nbsp;|&nbsp;<A 
HREF="#constructor_summary">CONSTR</A>&nbsp;|&nbsp;<A 
HREF="#method_summary">METHOD</A></FONT></TD>
<TD VALIGN="top" CLASS="NavBarCell3"><FONT SIZE="-2">
DETAIL:&nbsp;<A HREF="#field_detail">FIELD</A>&nbsp;|&nbsp;<A 
HREF="#constructor_detail">CONSTR</A>&nbsp;|&nbsp;<A 
HREF="#method_detail">METHOD</A></FONT></TD>
</TR>
</TABLE>
<A NAME="skip-navbar_top"></A>
<!-- ========= END OF TOP NAVBAR ========= -->
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<!-- ======== START OF CLASS DATA ======== -->
<H2>
<FONT SIZE="-1">
gov.nih.nci.evs.domain</FONT>
<BR>
Class MetaThesaurusConcept</H2>
<PRE>
java.lang.Object
  <IMG SRC="../../../../../resources/inherit.gif" ALT="extended by 
"><B>gov.nih.nci.evs.domain.MetaThesaurusConcept</B>
</PRE>
<DL>
<DT><B>All Implemented Interfaces:</B> <DD>java.io.Serializable</DD>
</DL>
<HR>
<DL>
<DT><PRE>public class <B>MetaThesaurusConcept</B><DT>extends 
java.lang.Object<DT>imple...

Validation In Response:

• <DT><PRE>public classpublic classpublic classpublic class <B>MetaThesaurusConcept</B><DT>extends java.lang.Object
<DT>implements java.io.Serializable</DL>

Reasoning:

The response contains source code of script files, which may expose sensitive information about 
the site and the application logic.

Vulnerable URL: http://evsapi-
qa.nci.nih.gov/evsapi42/docs/gov/nih/nci/evs/domain/Property.html

Total of 1 security issues in this URL

[1 of 1]  Web Application Source Code Disclosure Pattern Found

Severity: Medium

Test Type: Application

Vulnerable URL: http://evsapi-
qa.nci.nih.gov/evsapi42/docs/gov/nih/nci/evs/domain/Property.html   

Remediation Tasks: Remove source code files from your web-server and apply any relevant 
patches

Variant 1 of 1  [ID=7772]

Request/Response:

GET /evsapi42/docs/gov/nih/nci/evs/domain/Property.html HTTP/1.0
Cookie: JSESSIONID=14506B78735841497CDAEE27B6A7F173
Accept: */*
Accept-Language: en-US
User-Agent: NCI CBIIT Security App Scan
Host: evsapi-qa.nci.nih.gov
Referer: http://evsapi-qa.nci.nih.gov/evsapi42/docs/allclasses-frame.html

HTTP/1.1 200 OK
Content-Length: 18222
Date: Thu, 25 Sep 2008 17:38:32 GMT
X-Powered-By: Servlet 2.4; JBoss-4.0.5.GA (build: CVSTag=Branch_4_0 
date=200610162339)/Tomcat-5.5
ETag: W/"18222-1222285064000"
Last-Modified: Wed, 24 Sep 2008 19:37:44 GMT
Content-Type: text/html
Connection: close
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<!DOCTYPE HTML PUBLIC "-//W3C//DTD HTML 4.01 Transitional//EN" 
"http://www.w3.org/TR/html4/loose.dtd">
<!--NewPage-->
<HTML>
<HEAD>
<!-- Generated by javadoc (build 1.5.0_15) on Wed Sep 24 15:37:43 EDT 2008 -->
<TITLE>
Property (evsapi42 API Documentation)
</TITLE>

<META NAME="keywords" CONTENT="gov.nih.nci.evs.domain.Property class">

<LINK REL ="stylesheet" TYPE="text/css" HREF="../../../../../stylesheet.css" 
TITLE="Style">

<SCRIPT type="text/javascript">
function windowTitle()
{
    parent.document.title="Property (evsapi42 API Documentation)";
}
</SCRIPT>
<NOSCRIPT>
</NOSCRIPT>

</HEAD>

<BODY BGCOLOR="white" onload="windowTitle();">

<!-- ========= START OF TOP NAVBAR ======= -->
<A NAME="navbar_top"><!-- --></A>
<A HREF="#skip-navbar_top" title="Skip navigation links"></A>
<TABLE BORDER="0" WIDTH="100%" CELLPADDING="1" CELLSPACING="0" SUMMARY="">
<TR>
<TD COLSPAN=2 BGCOLOR="#EEEEFF" CLASS="NavBarCell1">
<A NAME="navbar_top_firstrow"><!-- --></A>
<TABLE BORDER="0" CELLPADDING="0" CELLSPACING="3" SUMMARY="">
  <TR ALIGN="center" VALIGN="top">
  <TD BGCOLOR="#EEEEFF" CLASS="NavBarCell1">    <A HREF="../../../../../overview-
summary.html"><FONT CLASS="NavBarFont1"><B>Overview</B></FONT></A>&nbsp;</TD>
  <TD BGCOLOR="#EEEEFF" CLASS="NavBarCell1">    <A HREF="package-summary.html"><FONT 
CLASS="NavBarFont1"><B>Package</B></FONT></A>&nbsp;</TD>
  <TD BGCOLOR="#FFFFFF" CLASS="NavBarCell1Rev"> &nbsp;<FONT 
CLASS="NavBarFont1Rev"><B>Class</B></FONT>&nbsp;</TD>
  <TD BGCOLOR="#EEEEFF" CLASS="NavBarCell1">    <A HREF="class-
use/Property.html"><FONT CLASS="NavBarFont1"><B>Use</B></FONT></A>&nbsp;</TD>
  <TD BGCOLOR="#EEEEFF" CLASS="NavBarCell1">    <A HREF="package-tree.html"><FONT 
CLASS="NavBarFont1"><B>Tree</B></FONT></A>&nbsp;</TD>
  <TD BGCOLOR="#EEEEFF" CLASS="NavBarCell1">    <A HREF="../../../../../deprecated-
list.html"><FONT CLASS="NavBarFont1"><B>Deprecated</B></FONT></A>&nbsp;</TD>
  <TD BGCOLOR="#EEEEFF" CLASS="NavBarCell1">    <A HREF="../../../../../index-
all.html"><FONT CLASS="NavBarFont1"><B>Index</B></FONT></A>&nbsp;</TD>
  <TD BGCOLOR="#EEEEFF" CLASS="NavBarCell1">    <A HREF="../../../../../help-
doc.html"><FONT CLASS="NavBarFont1"><B>Help</B></FONT></A>&nbsp;</TD>
  </TR>
</TABLE>
</TD>
<TD ALIGN="right" VALIGN="top" ROWSPAN=3><EM>
</EM>
</TD>
</TR>

<TR>
<TD BGCOLOR="white" CLASS="NavBarCell2"><FONT SIZE="-2">
&nbsp;<A HREF="../../../../../gov/nih/nci/evs/domain/MetaThesaurusConcept.html" 
title="class in gov.nih.nci.evs.domain"><B>PREV CLASS</B></A>&nbsp;
&nbsp;<A HREF="../../../../../gov/nih/nci/evs/domain/Qualifier.html" title="class in 
gov.nih.nci.evs.domain"><B>NEXT CLASS</B></A></FONT></TD>
<TD BGCOLOR="white" CLASS="NavBarCell2"><FONT SIZE="-2">
  <A HREF="../../../../../index.html?gov/nih/nci/evs/domain/Property.html" 
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&nbsp;<A HREF="Property.html" target="_top"><B>NO FRAMES</B></A>  &nbsp;
&nbsp;<SCRIPT type="text/javascript">
  <!--
  if(window==top) {
    document.writeln('<A HREF="../../../../../allclasses-noframe.html"><B>All 
Classes</B></A>');
  }
  //-->
</SCRIPT>
<NOSCRIPT>
  <A HREF="../../../../../allclasses-noframe.html"><B>All Classes</B></A>
</NOSCRIPT>

</FONT></TD>
</TR>
<TR>
<TD VALIGN="top" CLASS="NavBarCell3"><FONT SIZE="-2">
  SUMMARY:&nbsp;NESTED&nbsp;|&nbsp;<A HREF="#field_summary">FIELD</A>&nbsp;|&nbsp;<A 
HREF="#constructor_summary">CONSTR</A>&nbsp;|&nbsp;<A 
HREF="#method_summary">METHOD</A></FONT></TD>
<TD VALIGN="top" CLASS="NavBarCell3"><FONT SIZE="-2">
DETAIL:&nbsp;<A HREF="#field_detail">FIELD</A>&nbsp;|&nbsp;<A 
HREF="#constructor_detail">CONSTR</A>&nbsp;|&nbsp;<A 
HREF="#method_detail">METHOD</A></FONT></TD>
</TR>
</TABLE>
<A NAME="skip-navbar_top"></A>
<!-- ========= END OF TOP NAVBAR ========= -->

<HR>
<!-- ======== START OF CLASS DATA ======== -->
<H2>
<FONT SIZE="-1">
gov.nih.nci.evs.domain</FONT>
<BR>
Class Property</H2>
<PRE>
java.lang.Object
  <IMG SRC="../../../../../resources/inherit.gif" ALT="extended by 
"><B>gov.nih.nci.evs.domain.Property</B>
</PRE>
<DL>
<DT><B>All Implemented Interfaces:</B> <DD>java.io.Serializable</DD>
</DL>
<HR>
<DL>
<DT><PRE>public class <B>Property</B><DT>extends java.lang.Object<DT>implements 
java.io.Serializable</DL>
</PRE>

<P>
Property is an attribute of a concept. Examples of properties ar...

Validation In Response:

• <DT><PRE>public classpublic classpublic classpublic class <B>Property</B><DT>extends java.lang.Object<DT>
implements java.io.Serializable</DL>

Reasoning:

The response contains source code of script files, which may expose sensitive information about 
the site and the application logic.

Vulnerable URL: http://evsapi-
qa.nci.nih.gov/evsapi42/docs/gov/nih/nci/evs/domain/Qualifier.html

Total of 1 security issues in this URL
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[1 of 1]  Web Application Source Code Disclosure Pattern Found

Severity: Medium

Test Type: Application

Vulnerable URL: http://evsapi-
qa.nci.nih.gov/evsapi42/docs/gov/nih/nci/evs/domain/Qualifier.html   

Remediation Tasks: Remove source code files from your web-server and apply any relevant 
patches

Variant 1 of 1  [ID=7773]

Request/Response:

GET /evsapi42/docs/gov/nih/nci/evs/domain/Qualifier.html HTTP/1.0
Cookie: JSESSIONID=14506B78735841497CDAEE27B6A7F173
Accept: */*
Accept-Language: en-US
User-Agent: NCI CBIIT Security App Scan
Host: evsapi-qa.nci.nih.gov
Referer: http://evsapi-qa.nci.nih.gov/evsapi42/docs/allclasses-frame.html

HTTP/1.1 200 OK
Content-Length: 15182
Date: Thu, 25 Sep 2008 17:38:32 GMT
X-Powered-By: Servlet 2.4; JBoss-4.0.5.GA (build: CVSTag=Branch_4_0 
date=200610162339)/Tomcat-5.5
ETag: W/"15182-1222285064000"
Last-Modified: Wed, 24 Sep 2008 19:37:44 GMT
Content-Type: text/html
Connection: close

<!DOCTYPE HTML PUBLIC "-//W3C//DTD HTML 4.01 Transitional//EN" 
"http://www.w3.org/TR/html4/loose.dtd">
<!--NewPage-->
<HTML>
<HEAD>
<!-- Generated by javadoc (build 1.5.0_15) on Wed Sep 24 15:37:43 EDT 2008 -->
<TITLE>
Qualifier (evsapi42 API Documentation)
</TITLE>

<META NAME="keywords" CONTENT="gov.nih.nci.evs.domain.Qualifier class">

<LINK REL ="stylesheet" TYPE="text/css" HREF="../../../../../stylesheet.css" 
TITLE="Style">

<SCRIPT type="text/javascript">
function windowTitle()
{
    parent.document.title="Qualifier (evsapi42 API Documentation)";
}
</SCRIPT>
<NOSCRIPT>
</NOSCRIPT>

</HEAD>

<BODY BGCOLOR="white" onload="windowTitle();">

<!-- ========= START OF TOP NAVBAR ======= -->
<A NAME="navbar_top"><!-- --></A>
<A HREF="#skip-navbar_top" title="Skip navigation links"></A>
<TABLE BORDER="0" WIDTH="100%" CELLPADDING="1" CELLSPACING="0" SUMMARY="">
<TR>
<TD COLSPAN=2 BGCOLOR="#EEEEFF" CLASS="NavBarCell1">
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<A NAME="navbar_top_firstrow"><!-- --></A>
<TABLE BORDER="0" CELLPADDING="0" CELLSPACING="3" SUMMARY="">
  <TR ALIGN="center" VALIGN="top">
  <TD BGCOLOR="#EEEEFF" CLASS="NavBarCell1">    <A HREF="../../../../../overview-
summary.html"><FONT CLASS="NavBarFont1"><B>Overview</B></FONT></A>&nbsp;</TD>
  <TD BGCOLOR="#EEEEFF" CLASS="NavBarCell1">    <A HREF="package-summary.html"><FONT 
CLASS="NavBarFont1"><B>Package</B></FONT></A>&nbsp;</TD>
  <TD BGCOLOR="#FFFFFF" CLASS="NavBarCell1Rev"> &nbsp;<FONT 
CLASS="NavBarFont1Rev"><B>Class</B></FONT>&nbsp;</TD>
  <TD BGCOLOR="#EEEEFF" CLASS="NavBarCell1">    <A HREF="class-
use/Qualifier.html"><FONT CLASS="NavBarFont1"><B>Use</B></FONT></A>&nbsp;</TD>
  <TD BGCOLOR="#EEEEFF" CLASS="NavBarCell1">    <A HREF="package-tree.html"><FONT 
CLASS="NavBarFont1"><B>Tree</B></FONT></A>&nbsp;</TD>
  <TD BGCOLOR="#EEEEFF" CLASS="NavBarCell1">    <A HREF="../../../../../deprecated-
list.html"><FONT CLASS="NavBarFont1"><B>Deprecated</B></FONT></A>&nbsp;</TD>
  <TD BGCOLOR="#EEEEFF" CLASS="NavBarCell1">    <A HREF="../../../../../index-
all.html"><FONT CLASS="NavBarFont1"><B>Index</B></FONT></A>&nbsp;</TD>
  <TD BGCOLOR="#EEEEFF" CLASS="NavBarCell1">    <A HREF="../../../../../help-
doc.html"><FONT CLASS="NavBarFont1"><B>Help</B></FONT></A>&nbsp;</TD>
  </TR>
</TABLE>
</TD>
<TD ALIGN="right" VALIGN="top" ROWSPAN=3><EM>
</EM>
</TD>
</TR>

<TR>
<TD BGCOLOR="white" CLASS="NavBarCell2"><FONT SIZE="-2">
&nbsp;<A HREF="../../../../../gov/nih/nci/evs/domain/Property.html" title="class in 
gov.nih.nci.evs.domain"><B>PREV CLASS</B></A>&nbsp;
&nbsp;<A HREF="../../../../../gov/nih/nci/evs/domain/Role.html" title="class in 
gov.nih.nci.evs.domain"><B>NEXT CLASS</B></A></FONT></TD>
<TD BGCOLOR="white" CLASS="NavBarCell2"><FONT SIZE="-2">
  <A HREF="../../../../../index.html?gov/nih/nci/evs/domain/Qualifier.html" 
target="_top"><B>FRAMES</B></A>  &nbsp;
&nbsp;<A HREF="Qualifier.html" target="_top"><B>NO FRAMES</B></A>  &nbsp;
&nbsp;<SCRIPT type="text/javascript">
  <!--
  if(window==top) {
    document.writeln('<A HREF="../../../../../allclasses-noframe.html"><B>All 
Classes</B></A>');
  }
  //-->
</SCRIPT>
<NOSCRIPT>
  <A HREF="../../../../../allclasses-noframe.html"><B>All Classes</B></A>
</NOSCRIPT>

</FONT></TD>
</TR>
<TR>
<TD VALIGN="top" CLASS="NavBarCell3"><FONT SIZE="-2">
  SUMMARY:&nbsp;NESTED&nbsp;|&nbsp;<A HREF="#field_summary">FIELD</A>&nbsp;|&nbsp;<A 
HREF="#constructor_summary">CONSTR</A>&nbsp;|&nbsp;<A 
HREF="#method_summary">METHOD</A></FONT></TD>
<TD VALIGN="top" CLASS="NavBarCell3"><FONT SIZE="-2">
DETAIL:&nbsp;<A HREF="#field_detail">FIELD</A>&nbsp;|&nbsp;<A 
HREF="#constructor_detail">CONSTR</A>&nbsp;|&nbsp;<A 
HREF="#method_detail">METHOD</A></FONT></TD>
</TR>
</TABLE>
<A NAME="skip-navbar_top"></A>
<!-- ========= END OF TOP NAVBAR ========= -->

<HR>
<!-- ======== START OF CLASS DATA ======== -->
<H2>
<FONT SIZE="-1">
gov.nih.nci.evs.domain</FONT>
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Class Qualifier</H2>
<PRE>
java.lang.Object
  <IMG SRC="../../../../../resources/inherit.gif" ALT="extended by 
"><B>gov.nih.nci.evs.domain.Qualifier</B>
</PRE>
<DL>
<DT><B>All Implemented Interfaces:</B> <DD>java.io.Serializable</DD>
</DL>
<HR>
<DL>
<DT><PRE>public class <B>Qualifier</B><DT>extends java.lang.Object<DT>implements 
java.io.Serializable</DL>
</PRE>

<P>
A Qualifier is  attached to associations and properties of a concept.
...

Validation In Response:

• <DT><PRE>public classpublic classpublic classpublic class <B>Qualifier</B><DT>extends java.lang.Object<DT>
implements java.io.Serializable</DL>

Reasoning:

The response contains source code of script files, which may expose sensitive information about 
the site and the application logic.

Vulnerable URL: http://evsapi-qa.nci.nih.gov/evsapi42/docs/gov/nih/nci/evs/domain/Role.html

Total of 1 security issues in this URL

[1 of 1]  Web Application Source Code Disclosure Pattern Found

Severity: Medium

Test Type: Application

Vulnerable URL: http://evsapi-qa.nci.nih.gov/evsapi42/docs/gov/nih/nci/evs/domain/Role.html   

Remediation Tasks: Remove source code files from your web-server and apply any relevant 
patches

Variant 1 of 1  [ID=7774]

Request/Response:

GET /evsapi42/docs/gov/nih/nci/evs/domain/Role.html HTTP/1.0
Cookie: JSESSIONID=14506B78735841497CDAEE27B6A7F173
Accept: */*
Accept-Language: en-US
User-Agent: NCI CBIIT Security App Scan
Host: evsapi-qa.nci.nih.gov
Referer: http://evsapi-qa.nci.nih.gov/evsapi42/docs/allclasses-frame.html

HTTP/1.1 200 OK
Content-Length: 15004
Date: Thu, 25 Sep 2008 17:38:32 GMT
X-Powered-By: Servlet 2.4; JBoss-4.0.5.GA (build: CVSTag=Branch_4_0 
date=200610162339)/Tomcat-5.5
ETag: W/"15004-1222285064000"
Last-Modified: Wed, 24 Sep 2008 19:37:44 GMT
Content-Type: text/html
Connection: close
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"http://www.w3.org/TR/html4/loose.dtd">
<!--NewPage-->
<HTML>
<HEAD>
<!-- Generated by javadoc (build 1.5.0_15) on Wed Sep 24 15:37:43 EDT 2008 -->
<TITLE>
Role (evsapi42 API Documentation)
</TITLE>

<META NAME="keywords" CONTENT="gov.nih.nci.evs.domain.Role class">

<LINK REL ="stylesheet" TYPE="text/css" HREF="../../../../../stylesheet.css" 
TITLE="Style">

<SCRIPT type="text/javascript">
function windowTitle()
{
    parent.document.title="Role (evsapi42 API Documentation)";
}
</SCRIPT>
<NOSCRIPT>
</NOSCRIPT>

</HEAD>

<BODY BGCOLOR="white" onload="windowTitle();">

<!-- ========= START OF TOP NAVBAR ======= -->
<A NAME="navbar_top"><!-- --></A>
<A HREF="#skip-navbar_top" title="Skip navigation links"></A>
<TABLE BORDER="0" WIDTH="100%" CELLPADDING="1" CELLSPACING="0" SUMMARY="">
<TR>
<TD COLSPAN=2 BGCOLOR="#EEEEFF" CLASS="NavBarCell1">
<A NAME="navbar_top_firstrow"><!-- --></A>
<TABLE BORDER="0" CELLPADDING="0" CELLSPACING="3" SUMMARY="">
  <TR ALIGN="center" VALIGN="top">
  <TD BGCOLOR="#EEEEFF" CLASS="NavBarCell1">    <A HREF="../../../../../overview-
summary.html"><FONT CLASS="NavBarFont1"><B>Overview</B></FONT></A>&nbsp;</TD>
  <TD BGCOLOR="#EEEEFF" CLASS="NavBarCell1">    <A HREF="package-summary.html"><FONT 
CLASS="NavBarFont1"><B>Package</B></FONT></A>&nbsp;</TD>
  <TD BGCOLOR="#FFFFFF" CLASS="NavBarCell1Rev"> &nbsp;<FONT 
CLASS="NavBarFont1Rev"><B>Class</B></FONT>&nbsp;</TD>
  <TD BGCOLOR="#EEEEFF" CLASS="NavBarCell1">    <A HREF="class-use/Role.html"><FONT 
CLASS="NavBarFont1"><B>Use</B></FONT></A>&nbsp;</TD>
  <TD BGCOLOR="#EEEEFF" CLASS="NavBarCell1">    <A HREF="package-tree.html"><FONT 
CLASS="NavBarFont1"><B>Tree</B></FONT></A>&nbsp;</TD>
  <TD BGCOLOR="#EEEEFF" CLASS="NavBarCell1">    <A HREF="../../../../../deprecated-
list.html"><FONT CLASS="NavBarFont1"><B>Deprecated</B></FONT></A>&nbsp;</TD>
  <TD BGCOLOR="#EEEEFF" CLASS="NavBarCell1">    <A HREF="../../../../../index-
all.html"><FONT CLASS="NavBarFont1"><B>Index</B></FONT></A>&nbsp;</TD>
  <TD BGCOLOR="#EEEEFF" CLASS="NavBarCell1">    <A HREF="../../../../../help-
doc.html"><FONT CLASS="NavBarFont1"><B>Help</B></FONT></A>&nbsp;</TD>
  </TR>
</TABLE>
</TD>
<TD ALIGN="right" VALIGN="top" ROWSPAN=3><EM>
</EM>
</TD>
</TR>

<TR>
<TD BGCOLOR="white" CLASS="NavBarCell2"><FONT SIZE="-2">
&nbsp;<A HREF="../../../../../gov/nih/nci/evs/domain/Qualifier.html" title="class in 
gov.nih.nci.evs.domain"><B>PREV CLASS</B></A>&nbsp;
&nbsp;<A HREF="../../../../../gov/nih/nci/evs/domain/SemanticType.html" title="class 
in gov.nih.nci.evs.domain"><B>NEXT CLASS</B></A></FONT></TD>
<TD BGCOLOR="white" CLASS="NavBarCell2"><FONT SIZE="-2">
  <A HREF="../../../../../index.html?gov/nih/nci/evs/domain/Role.html" 
target="_top"><B>FRAMES</B></A>  &nbsp;
&nbsp;<A HREF="Role.html" target="_top"><B>NO FRAMES</B></A>  &nbsp;
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  <!--
  if(window==top) {
    document.writeln('<A HREF="../../../../../allclasses-noframe.html"><B>All 
Classes</B></A>');
  }
  //-->
</SCRIPT>
<NOSCRIPT>
  <A HREF="../../../../../allclasses-noframe.html"><B>All Classes</B></A>
</NOSCRIPT>

</FONT></TD>
</TR>
<TR>
<TD VALIGN="top" CLASS="NavBarCell3"><FONT SIZE="-2">
  SUMMARY:&nbsp;NESTED&nbsp;|&nbsp;<A HREF="#field_summary">FIELD</A>&nbsp;|&nbsp;<A 
HREF="#constructor_summary">CONSTR</A>&nbsp;|&nbsp;<A 
HREF="#method_summary">METHOD</A></FONT></TD>
<TD VALIGN="top" CLASS="NavBarCell3"><FONT SIZE="-2">
DETAIL:&nbsp;<A HREF="#field_detail">FIELD</A>&nbsp;|&nbsp;<A 
HREF="#constructor_detail">CONSTR</A>&nbsp;|&nbsp;<A 
HREF="#method_detail">METHOD</A></FONT></TD>
</TR>
</TABLE>
<A NAME="skip-navbar_top"></A>
<!-- ========= END OF TOP NAVBAR ========= -->

<HR>
<!-- ======== START OF CLASS DATA ======== -->
<H2>
<FONT SIZE="-1">
gov.nih.nci.evs.domain</FONT>
<BR>
Class Role</H2>
<PRE>
java.lang.Object
  <IMG SRC="../../../../../resources/inherit.gif" ALT="extended by 
"><B>gov.nih.nci.evs.domain.Role</B>
</PRE>
<DL>
<DT><B>All Implemented Interfaces:</B> <DD>java.io.Serializable</DD>
</DL>
<HR>
<DL>
<DT><PRE>public class <B>Role</B><DT>extends java.lang.Object<DT>implements 
java.io.Serializable</DL>
</PRE>

<P>
Defines a relationship between two concepts.
<P>

<P>
<DL>
<DT><B>See Also:</B><DD><A HREF="../../../../../...

Validation In Response:

• <DT><PRE>public classpublic classpublic classpublic class <B>Role</B><DT>extends java.lang.Object<DT>implements 
java.io.Serializable</DL>

Reasoning:

The response contains source code of script files, which may expose sensitive information about 
the site and the application logic.

Vulnerable URL: http://evsapi-
qa.nci.nih.gov/evsapi42/docs/gov/nih/nci/evs/domain/SemanticType.html
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Total of 1 security issues in this URL

[1 of 1]  Web Application Source Code Disclosure Pattern Found

Severity: Medium

Test Type: Application

Vulnerable URL: http://evsapi-
qa.nci.nih.gov/evsapi42/docs/gov/nih/nci/evs/domain/SemanticType.html   

Remediation Tasks: Remove source code files from your web-server and apply any relevant 
patches

Variant 1 of 1  [ID=7776]

Request/Response:

GET /evsapi42/docs/gov/nih/nci/evs/domain/SemanticType.html HTTP/1.0
Cookie: JSESSIONID=14506B78735841497CDAEE27B6A7F173
Accept: */*
Accept-Language: en-US
User-Agent: NCI CBIIT Security App Scan
Host: evsapi-qa.nci.nih.gov
Referer: http://evsapi-qa.nci.nih.gov/evsapi42/docs/allclasses-frame.html

HTTP/1.1 200 OK
Content-Length: 15190
Date: Thu, 25 Sep 2008 17:38:32 GMT
X-Powered-By: Servlet 2.4; JBoss-4.0.5.GA (build: CVSTag=Branch_4_0 
date=200610162339)/Tomcat-5.5
ETag: W/"15190-1222285064000"
Last-Modified: Wed, 24 Sep 2008 19:37:44 GMT
Content-Type: text/html
Connection: close

<!DOCTYPE HTML PUBLIC "-//W3C//DTD HTML 4.01 Transitional//EN" 
"http://www.w3.org/TR/html4/loose.dtd">
<!--NewPage-->
<HTML>
<HEAD>
<!-- Generated by javadoc (build 1.5.0_15) on Wed Sep 24 15:37:43 EDT 2008 -->
<TITLE>
SemanticType (evsapi42 API Documentation)
</TITLE>

<META NAME="keywords" CONTENT="gov.nih.nci.evs.domain.SemanticType class">

<LINK REL ="stylesheet" TYPE="text/css" HREF="../../../../../stylesheet.css" 
TITLE="Style">

<SCRIPT type="text/javascript">
function windowTitle()
{
    parent.document.title="SemanticType (evsapi42 API Documentation)";
}
</SCRIPT>
<NOSCRIPT>
</NOSCRIPT>

</HEAD>

<BODY BGCOLOR="white" onload="windowTitle();">

<!-- ========= START OF TOP NAVBAR ======= -->
<A NAME="navbar_top"><!-- --></A>
<A HREF="#skip-navbar_top" title="Skip navigation links"></A>
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<TR>
<TD COLSPAN=2 BGCOLOR="#EEEEFF" CLASS="NavBarCell1">
<A NAME="navbar_top_firstrow"><!-- --></A>
<TABLE BORDER="0" CELLPADDING="0" CELLSPACING="3" SUMMARY="">
  <TR ALIGN="center" VALIGN="top">
  <TD BGCOLOR="#EEEEFF" CLASS="NavBarCell1">    <A HREF="../../../../../overview-
summary.html"><FONT CLASS="NavBarFont1"><B>Overview</B></FONT></A>&nbsp;</TD>
  <TD BGCOLOR="#EEEEFF" CLASS="NavBarCell1">    <A HREF="package-summary.html"><FONT 
CLASS="NavBarFont1"><B>Package</B></FONT></A>&nbsp;</TD>
  <TD BGCOLOR="#FFFFFF" CLASS="NavBarCell1Rev"> &nbsp;<FONT 
CLASS="NavBarFont1Rev"><B>Class</B></FONT>&nbsp;</TD>
  <TD BGCOLOR="#EEEEFF" CLASS="NavBarCell1">    <A HREF="class-
use/SemanticType.html"><FONT CLASS="NavBarFont1"><B>Use</B></FONT></A>&nbsp;</TD>
  <TD BGCOLOR="#EEEEFF" CLASS="NavBarCell1">    <A HREF="package-tree.html"><FONT 
CLASS="NavBarFont1"><B>Tree</B></FONT></A>&nbsp;</TD>
  <TD BGCOLOR="#EEEEFF" CLASS="NavBarCell1">    <A HREF="../../../../../deprecated-
list.html"><FONT CLASS="NavBarFont1"><B>Deprecated</B></FONT></A>&nbsp;</TD>
  <TD BGCOLOR="#EEEEFF" CLASS="NavBarCell1">    <A HREF="../../../../../index-
all.html"><FONT CLASS="NavBarFont1"><B>Index</B></FONT></A>&nbsp;</TD>
  <TD BGCOLOR="#EEEEFF" CLASS="NavBarCell1">    <A HREF="../../../../../help-
doc.html"><FONT CLASS="NavBarFont1"><B>Help</B></FONT></A>&nbsp;</TD>
  </TR>
</TABLE>
</TD>
<TD ALIGN="right" VALIGN="top" ROWSPAN=3><EM>
</EM>
</TD>
</TR>

<TR>
<TD BGCOLOR="white" CLASS="NavBarCell2"><FONT SIZE="-2">
&nbsp;<A HREF="../../../../../gov/nih/nci/evs/domain/Role.html" title="class in 
gov.nih.nci.evs.domain"><B>PREV CLASS</B></A>&nbsp;
&nbsp;<A HREF="../../../../../gov/nih/nci/evs/domain/Silo.html" title="class in 
gov.nih.nci.evs.domain"><B>NEXT CLASS</B></A></FONT></TD>
<TD BGCOLOR="white" CLASS="NavBarCell2"><FONT SIZE="-2">
  <A HREF="../../../../../index.html?gov/nih/nci/evs/domain/SemanticType.html" 
target="_top"><B>FRAMES</B></A>  &nbsp;
&nbsp;<A HREF="SemanticType.html" target="_top"><B>NO FRAMES</B></A>  &nbsp;
&nbsp;<SCRIPT type="text/javascript">
  <!--
  if(window==top) {
    document.writeln('<A HREF="../../../../../allclasses-noframe.html"><B>All 
Classes</B></A>');
  }
  //-->
</SCRIPT>
<NOSCRIPT>
  <A HREF="../../../../../allclasses-noframe.html"><B>All Classes</B></A>
</NOSCRIPT>

</FONT></TD>
</TR>
<TR>
<TD VALIGN="top" CLASS="NavBarCell3"><FONT SIZE="-2">
  SUMMARY:&nbsp;NESTED&nbsp;|&nbsp;<A HREF="#field_summary">FIELD</A>&nbsp;|&nbsp;<A 
HREF="#constructor_summary">CONSTR</A>&nbsp;|&nbsp;<A 
HREF="#method_summary">METHOD</A></FONT></TD>
<TD VALIGN="top" CLASS="NavBarCell3"><FONT SIZE="-2">
DETAIL:&nbsp;<A HREF="#field_detail">FIELD</A>&nbsp;|&nbsp;<A 
HREF="#constructor_detail">CONSTR</A>&nbsp;|&nbsp;<A 
HREF="#method_detail">METHOD</A></FONT></TD>
</TR>
</TABLE>
<A NAME="skip-navbar_top"></A>
<!-- ========= END OF TOP NAVBAR ========= -->

<HR>
<!-- ======== START OF CLASS DATA ======== -->
<H2>
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gov.nih.nci.evs.domain</FONT>
<BR>
Class SemanticType</H2>
<PRE>
java.lang.Object
  <IMG SRC="../../../../../resources/inherit.gif" ALT="extended by 
"><B>gov.nih.nci.evs.domain.SemanticType</B>
</PRE>
<DL>
<DT><B>All Implemented Interfaces:</B> <DD>java.io.Serializable</DD>
</DL>
<HR>
<DL>
<DT><PRE>public class <B>SemanticType</B><DT>extends java.lang.Object<DT>implements 
java.io.Serializable</DL>
</PRE>

<P>
Semantic type is a category defined in the se...

Validation In Response:

• <DT><PRE>public classpublic classpublic classpublic class <B>SemanticType</B><DT>extends java.lang.Object<DT>
implements java.io.Serializable</DL>

Reasoning:

The response contains source code of script files, which may expose sensitive information about 
the site and the application logic.

Vulnerable URL: http://evsapi-qa.nci.nih.gov/evsapi42/docs/gov/nih/nci/evs/domain/Silo.html

Total of 1 security issues in this URL

[1 of 1]  Web Application Source Code Disclosure Pattern Found

Severity: Medium

Test Type: Application

Vulnerable URL: http://evsapi-qa.nci.nih.gov/evsapi42/docs/gov/nih/nci/evs/domain/Silo.html   

Remediation Tasks: Remove source code files from your web-server and apply any relevant 
patches

Variant 1 of 1  [ID=7777]

Request/Response:

GET /evsapi42/docs/gov/nih/nci/evs/domain/Silo.html HTTP/1.0
Cookie: JSESSIONID=14506B78735841497CDAEE27B6A7F173
Accept: */*
Accept-Language: en-US
User-Agent: NCI CBIIT Security App Scan
Host: evsapi-qa.nci.nih.gov
Referer: http://evsapi-qa.nci.nih.gov/evsapi42/docs/allclasses-frame.html

HTTP/1.1 200 OK
Content-Length: 15152
Date: Thu, 25 Sep 2008 17:38:32 GMT
X-Powered-By: Servlet 2.4; JBoss-4.0.5.GA (build: CVSTag=Branch_4_0 
date=200610162339)/Tomcat-5.5
ETag: W/"15152-1222285064000"
Last-Modified: Wed, 24 Sep 2008 19:37:44 GMT
Content-Type: text/html
Connection: close
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<!DOCTYPE HTML PUBLIC "-//W3C//DTD HTML 4.01 Transitional//EN" 
"http://www.w3.org/TR/html4/loose.dtd">
<!--NewPage-->
<HTML>
<HEAD>
<!-- Generated by javadoc (build 1.5.0_15) on Wed Sep 24 15:37:43 EDT 2008 -->
<TITLE>
Silo (evsapi42 API Documentation)
</TITLE>

<META NAME="keywords" CONTENT="gov.nih.nci.evs.domain.Silo class">

<LINK REL ="stylesheet" TYPE="text/css" HREF="../../../../../stylesheet.css" 
TITLE="Style">

<SCRIPT type="text/javascript">
function windowTitle()
{
    parent.document.title="Silo (evsapi42 API Documentation)";
}
</SCRIPT>
<NOSCRIPT>
</NOSCRIPT>

</HEAD>

<BODY BGCOLOR="white" onload="windowTitle();">

<!-- ========= START OF TOP NAVBAR ======= -->
<A NAME="navbar_top"><!-- --></A>
<A HREF="#skip-navbar_top" title="Skip navigation links"></A>
<TABLE BORDER="0" WIDTH="100%" CELLPADDING="1" CELLSPACING="0" SUMMARY="">
<TR>
<TD COLSPAN=2 BGCOLOR="#EEEEFF" CLASS="NavBarCell1">
<A NAME="navbar_top_firstrow"><!-- --></A>
<TABLE BORDER="0" CELLPADDING="0" CELLSPACING="3" SUMMARY="">
  <TR ALIGN="center" VALIGN="top">
  <TD BGCOLOR="#EEEEFF" CLASS="NavBarCell1">    <A HREF="../../../../../overview-
summary.html"><FONT CLASS="NavBarFont1"><B>Overview</B></FONT></A>&nbsp;</TD>
  <TD BGCOLOR="#EEEEFF" CLASS="NavBarCell1">    <A HREF="package-summary.html"><FONT 
CLASS="NavBarFont1"><B>Package</B></FONT></A>&nbsp;</TD>
  <TD BGCOLOR="#FFFFFF" CLASS="NavBarCell1Rev"> &nbsp;<FONT 
CLASS="NavBarFont1Rev"><B>Class</B></FONT>&nbsp;</TD>
  <TD BGCOLOR="#EEEEFF" CLASS="NavBarCell1">    <A HREF="class-use/Silo.html"><FONT 
CLASS="NavBarFont1"><B>Use</B></FONT></A>&nbsp;</TD>
  <TD BGCOLOR="#EEEEFF" CLASS="NavBarCell1">    <A HREF="package-tree.html"><FONT 
CLASS="NavBarFont1"><B>Tree</B></FONT></A>&nbsp;</TD>
  <TD BGCOLOR="#EEEEFF" CLASS="NavBarCell1">    <A HREF="../../../../../deprecated-
list.html"><FONT CLASS="NavBarFont1"><B>Deprecated</B></FONT></A>&nbsp;</TD>
  <TD BGCOLOR="#EEEEFF" CLASS="NavBarCell1">    <A HREF="../../../../../index-
all.html"><FONT CLASS="NavBarFont1"><B>Index</B></FONT></A>&nbsp;</TD>
  <TD BGCOLOR="#EEEEFF" CLASS="NavBarCell1">    <A HREF="../../../../../help-
doc.html"><FONT CLASS="NavBarFont1"><B>Help</B></FONT></A>&nbsp;</TD>
  </TR>
</TABLE>
</TD>
<TD ALIGN="right" VALIGN="top" ROWSPAN=3><EM>
</EM>
</TD>
</TR>

<TR>
<TD BGCOLOR="white" CLASS="NavBarCell2"><FONT SIZE="-2">
&nbsp;<A HREF="../../../../../gov/nih/nci/evs/domain/SemanticType.html" title="class 
in gov.nih.nci.evs.domain"><B>PREV CLASS</B></A>&nbsp;
&nbsp;<A HREF="../../../../../gov/nih/nci/evs/domain/Source.html" title="class in 
gov.nih.nci.evs.domain"><B>NEXT CLASS</B></A></FONT></TD>
<TD BGCOLOR="white" CLASS="NavBarCell2"><FONT SIZE="-2">
  <A HREF="../../../../../index.html?gov/nih/nci/evs/domain/Silo.html" 
target="_top"><B>FRAMES</B></A>  &nbsp;
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&nbsp;<SCRIPT type="text/javascript">
  <!--
  if(window==top) {
    document.writeln('<A HREF="../../../../../allclasses-noframe.html"><B>All 
Classes</B></A>');
  }
  //-->
</SCRIPT>
<NOSCRIPT>
  <A HREF="../../../../../allclasses-noframe.html"><B>All Classes</B></A>
</NOSCRIPT>

</FONT></TD>
</TR>
<TR>
<TD VALIGN="top" CLASS="NavBarCell3"><FONT SIZE="-2">
  SUMMARY:&nbsp;NESTED&nbsp;|&nbsp;<A HREF="#field_summary">FIELD</A>&nbsp;|&nbsp;<A 
HREF="#constructor_summary">CONSTR</A>&nbsp;|&nbsp;<A 
HREF="#method_summary">METHOD</A></FONT></TD>
<TD VALIGN="top" CLASS="NavBarCell3"><FONT SIZE="-2">
DETAIL:&nbsp;<A HREF="#field_detail">FIELD</A>&nbsp;|&nbsp;<A 
HREF="#constructor_detail">CONSTR</A>&nbsp;|&nbsp;<A 
HREF="#method_detail">METHOD</A></FONT></TD>
</TR>
</TABLE>
<A NAME="skip-navbar_top"></A>
<!-- ========= END OF TOP NAVBAR ========= -->

<HR>
<!-- ======== START OF CLASS DATA ======== -->
<H2>
<FONT SIZE="-1">
gov.nih.nci.evs.domain</FONT>
<BR>
Class Silo</H2>
<PRE>
java.lang.Object
  <IMG SRC="../../../../../resources/inherit.gif" ALT="extended by 
"><B>gov.nih.nci.evs.domain.Silo</B>
</PRE>
<DL>
<DT><B>All Implemented Interfaces:</B> <DD>java.io.Serializable</DD>
</DL>
<HR>
<DL>
<DT><PRE>public class <B>Silo</B><DT>extends java.lang.Object<DT>implements 
java.io.Serializable</DL>
</PRE>

<P>
Silo is a repository of customized concept terminology data from a knowledgebase. 
There can be a single silo or mul...

Validation In Response:

• <DT><PRE>public classpublic classpublic classpublic class <B>Silo</B><DT>extends java.lang.Object<DT>implements 
java.io.Serializable</DL>

Reasoning:

The response contains source code of script files, which may expose sensitive information about 
the site and the application logic.

Vulnerable URL: http://evsapi-qa.nci.nih.gov/evsapi42/docs/gov/nih/nci/evs/domain/Source.html

Total of 1 security issues in this URL
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[1 of 1]  Web Application Source Code Disclosure Pattern Found

Severity: Medium

Test Type: Application

Vulnerable URL: http://evsapi-
qa.nci.nih.gov/evsapi42/docs/gov/nih/nci/evs/domain/Source.html   

Remediation Tasks: Remove source code files from your web-server and apply any relevant 
patches

Variant 1 of 1  [ID=7778]

Request/Response:

GET /evsapi42/docs/gov/nih/nci/evs/domain/Source.html HTTP/1.0
Cookie: JSESSIONID=14506B78735841497CDAEE27B6A7F173
Accept: */*
Accept-Language: en-US
User-Agent: NCI CBIIT Security App Scan
Host: evsapi-qa.nci.nih.gov
Referer: http://evsapi-qa.nci.nih.gov/evsapi42/docs/allclasses-frame.html

HTTP/1.1 200 OK
Content-Length: 17186
Date: Thu, 25 Sep 2008 17:38:32 GMT
X-Powered-By: Servlet 2.4; JBoss-4.0.5.GA (build: CVSTag=Branch_4_0 
date=200610162339)/Tomcat-5.5
ETag: W/"17186-1222285064000"
Last-Modified: Wed, 24 Sep 2008 19:37:44 GMT
Content-Type: text/html
Connection: close

<!DOCTYPE HTML PUBLIC "-//W3C//DTD HTML 4.01 Transitional//EN" 
"http://www.w3.org/TR/html4/loose.dtd">
<!--NewPage-->
<HTML>
<HEAD>
<!-- Generated by javadoc (build 1.5.0_15) on Wed Sep 24 15:37:43 EDT 2008 -->
<TITLE>
Source (evsapi42 API Documentation)
</TITLE>

<META NAME="keywords" CONTENT="gov.nih.nci.evs.domain.Source class">

<LINK REL ="stylesheet" TYPE="text/css" HREF="../../../../../stylesheet.css" 
TITLE="Style">

<SCRIPT type="text/javascript">
function windowTitle()
{
    parent.document.title="Source (evsapi42 API Documentation)";
}
</SCRIPT>
<NOSCRIPT>
</NOSCRIPT>

</HEAD>

<BODY BGCOLOR="white" onload="windowTitle();">

<!-- ========= START OF TOP NAVBAR ======= -->
<A NAME="navbar_top"><!-- --></A>
<A HREF="#skip-navbar_top" title="Skip navigation links"></A>
<TABLE BORDER="0" WIDTH="100%" CELLPADDING="1" CELLSPACING="0" SUMMARY="">
<TR>
<TD COLSPAN=2 BGCOLOR="#EEEEFF" CLASS="NavBarCell1">
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<A NAME="navbar_top_firstrow"><!-- --></A>
<TABLE BORDER="0" CELLPADDING="0" CELLSPACING="3" SUMMARY="">
  <TR ALIGN="center" VALIGN="top">
  <TD BGCOLOR="#EEEEFF" CLASS="NavBarCell1">    <A HREF="../../../../../overview-
summary.html"><FONT CLASS="NavBarFont1"><B>Overview</B></FONT></A>&nbsp;</TD>
  <TD BGCOLOR="#EEEEFF" CLASS="NavBarCell1">    <A HREF="package-summary.html"><FONT 
CLASS="NavBarFont1"><B>Package</B></FONT></A>&nbsp;</TD>
  <TD BGCOLOR="#FFFFFF" CLASS="NavBarCell1Rev"> &nbsp;<FONT 
CLASS="NavBarFont1Rev"><B>Class</B></FONT>&nbsp;</TD>
  <TD BGCOLOR="#EEEEFF" CLASS="NavBarCell1">    <A HREF="class-
use/Source.html"><FONT CLASS="NavBarFont1"><B>Use</B></FONT></A>&nbsp;</TD>
  <TD BGCOLOR="#EEEEFF" CLASS="NavBarCell1">    <A HREF="package-tree.html"><FONT 
CLASS="NavBarFont1"><B>Tree</B></FONT></A>&nbsp;</TD>
  <TD BGCOLOR="#EEEEFF" CLASS="NavBarCell1">    <A HREF="../../../../../deprecated-
list.html"><FONT CLASS="NavBarFont1"><B>Deprecated</B></FONT></A>&nbsp;</TD>
  <TD BGCOLOR="#EEEEFF" CLASS="NavBarCell1">    <A HREF="../../../../../index-
all.html"><FONT CLASS="NavBarFont1"><B>Index</B></FONT></A>&nbsp;</TD>
  <TD BGCOLOR="#EEEEFF" CLASS="NavBarCell1">    <A HREF="../../../../../help-
doc.html"><FONT CLASS="NavBarFont1"><B>Help</B></FONT></A>&nbsp;</TD>
  </TR>
</TABLE>
</TD>
<TD ALIGN="right" VALIGN="top" ROWSPAN=3><EM>
</EM>
</TD>
</TR>

<TR>
<TD BGCOLOR="white" CLASS="NavBarCell2"><FONT SIZE="-2">
&nbsp;<A HREF="../../../../../gov/nih/nci/evs/domain/Silo.html" title="class in 
gov.nih.nci.evs.domain"><B>PREV CLASS</B></A>&nbsp;
&nbsp;<A HREF="../../../../../gov/nih/nci/evs/domain/TreeNode.html" title="class in 
gov.nih.nci.evs.domain"><B>NEXT CLASS</B></A></FONT></TD>
<TD BGCOLOR="white" CLASS="NavBarCell2"><FONT SIZE="-2">
  <A HREF="../../../../../index.html?gov/nih/nci/evs/domain/Source.html" 
target="_top"><B>FRAMES</B></A>  &nbsp;
&nbsp;<A HREF="Source.html" target="_top"><B>NO FRAMES</B></A>  &nbsp;
&nbsp;<SCRIPT type="text/javascript">
  <!--
  if(window==top) {
    document.writeln('<A HREF="../../../../../allclasses-noframe.html"><B>All 
Classes</B></A>');
  }
  //-->
</SCRIPT>
<NOSCRIPT>
  <A HREF="../../../../../allclasses-noframe.html"><B>All Classes</B></A>
</NOSCRIPT>

</FONT></TD>
</TR>
<TR>
<TD VALIGN="top" CLASS="NavBarCell3"><FONT SIZE="-2">
  SUMMARY:&nbsp;NESTED&nbsp;|&nbsp;<A HREF="#field_summary">FIELD</A>&nbsp;|&nbsp;<A 
HREF="#constructor_summary">CONSTR</A>&nbsp;|&nbsp;<A 
HREF="#method_summary">METHOD</A></FONT></TD>
<TD VALIGN="top" CLASS="NavBarCell3"><FONT SIZE="-2">
DETAIL:&nbsp;<A HREF="#field_detail">FIELD</A>&nbsp;|&nbsp;<A 
HREF="#constructor_detail">CONSTR</A>&nbsp;|&nbsp;<A 
HREF="#method_detail">METHOD</A></FONT></TD>
</TR>
</TABLE>
<A NAME="skip-navbar_top"></A>
<!-- ========= END OF TOP NAVBAR ========= -->

<HR>
<!-- ======== START OF CLASS DATA ======== -->
<H2>
<FONT SIZE="-1">
gov.nih.nci.evs.domain</FONT>
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Class Source</H2>
<PRE>
java.lang.Object
  <IMG SRC="../../../../../resources/inherit.gif" ALT="extended by 
"><B>gov.nih.nci.evs.domain.Source</B>
</PRE>
<DL>
<DT><B>All Implemented Interfaces:</B> <DD>java.io.Serializable</DD>
</DL>
<HR>
<DL>
<DT><PRE>public class <B>Source</B><DT>extends java.lang.Object<DT>implements 
java.io.Serializable</DL>
</PRE>

<P>
The source is a knowledge base.
<P>

<P>
<DL>
<DT><B>See Also:</B><DD><A HREF="../../../../../se...

Validation In Response:

• <DT><PRE>public classpublic classpublic classpublic class <B>Source</B><DT>extends java.lang.Object<DT>implements 
java.io.Serializable</DL>

Reasoning:

The response contains source code of script files, which may expose sensitive information about 
the site and the application logic.

Vulnerable URL: http://evsapi-
qa.nci.nih.gov/evsapi42/docs/gov/nih/nci/evs/domain/TreeNode.html

Total of 1 security issues in this URL

[1 of 1]  Web Application Source Code Disclosure Pattern Found

Severity: Medium

Test Type: Application

Vulnerable URL: http://evsapi-
qa.nci.nih.gov/evsapi42/docs/gov/nih/nci/evs/domain/TreeNode.html   

Remediation Tasks: Remove source code files from your web-server and apply any relevant 
patches

Variant 1 of 1  [ID=7779]

Request/Response:

GET /evsapi42/docs/gov/nih/nci/evs/domain/TreeNode.html HTTP/1.0
Cookie: JSESSIONID=14506B78735841497CDAEE27B6A7F173
Accept: */*
Accept-Language: en-US
User-Agent: NCI CBIIT Security App Scan
Host: evsapi-qa.nci.nih.gov
Referer: http://evsapi-qa.nci.nih.gov/evsapi42/docs/allclasses-frame.html

HTTP/1.1 200 OK
Content-Length: 19319
Date: Thu, 25 Sep 2008 17:38:32 GMT
X-Powered-By: Servlet 2.4; JBoss-4.0.5.GA (build: CVSTag=Branch_4_0 
date=200610162339)/Tomcat-5.5
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ETag: W/"19319-1222285064000"
Last-Modified: Wed, 24 Sep 2008 19:37:44 GMT
Content-Type: text/html
Connection: close

<!DOCTYPE HTML PUBLIC "-//W3C//DTD HTML 4.01 Transitional//EN" 
"http://www.w3.org/TR/html4/loose.dtd">
<!--NewPage-->
<HTML>
<HEAD>
<!-- Generated by javadoc (build 1.5.0_15) on Wed Sep 24 15:37:43 EDT 2008 -->
<TITLE>
TreeNode (evsapi42 API Documentation)
</TITLE>

<META NAME="keywords" CONTENT="gov.nih.nci.evs.domain.TreeNode class">

<LINK REL ="stylesheet" TYPE="text/css" HREF="../../../../../stylesheet.css" 
TITLE="Style">

<SCRIPT type="text/javascript">
function windowTitle()
{
    parent.document.title="TreeNode (evsapi42 API Documentation)";
}
</SCRIPT>
<NOSCRIPT>
</NOSCRIPT>

</HEAD>

<BODY BGCOLOR="white" onload="windowTitle();">

<!-- ========= START OF TOP NAVBAR ======= -->
<A NAME="navbar_top"><!-- --></A>
<A HREF="#skip-navbar_top" title="Skip navigation links"></A>
<TABLE BORDER="0" WIDTH="100%" CELLPADDING="1" CELLSPACING="0" SUMMARY="">
<TR>
<TD COLSPAN=2 BGCOLOR="#EEEEFF" CLASS="NavBarCell1">
<A NAME="navbar_top_firstrow"><!-- --></A>
<TABLE BORDER="0" CELLPADDING="0" CELLSPACING="3" SUMMARY="">
  <TR ALIGN="center" VALIGN="top">
  <TD BGCOLOR="#EEEEFF" CLASS="NavBarCell1">    <A HREF="../../../../../overview-
summary.html"><FONT CLASS="NavBarFont1"><B>Overview</B></FONT></A>&nbsp;</TD>
  <TD BGCOLOR="#EEEEFF" CLASS="NavBarCell1">    <A HREF="package-summary.html"><FONT 
CLASS="NavBarFont1"><B>Package</B></FONT></A>&nbsp;</TD>
  <TD BGCOLOR="#FFFFFF" CLASS="NavBarCell1Rev"> &nbsp;<FONT 
CLASS="NavBarFont1Rev"><B>Class</B></FONT>&nbsp;</TD>
  <TD BGCOLOR="#EEEEFF" CLASS="NavBarCell1">    <A HREF="class-
use/TreeNode.html"><FONT CLASS="NavBarFont1"><B>Use</B></FONT></A>&nbsp;</TD>
  <TD BGCOLOR="#EEEEFF" CLASS="NavBarCell1">    <A HREF="package-tree.html"><FONT 
CLASS="NavBarFont1"><B>Tree</B></FONT></A>&nbsp;</TD>
  <TD BGCOLOR="#EEEEFF" CLASS="NavBarCell1">    <A HREF="../../../../../deprecated-
list.html"><FONT CLASS="NavBarFont1"><B>Deprecated</B></FONT></A>&nbsp;</TD>
  <TD BGCOLOR="#EEEEFF" CLASS="NavBarCell1">    <A HREF="../../../../../index-
all.html"><FONT CLASS="NavBarFont1"><B>Index</B></FONT></A>&nbsp;</TD>
  <TD BGCOLOR="#EEEEFF" CLASS="NavBarCell1">    <A HREF="../../../../../help-
doc.html"><FONT CLASS="NavBarFont1"><B>Help</B></FONT></A>&nbsp;</TD>
  </TR>
</TABLE>
</TD>
<TD ALIGN="right" VALIGN="top" ROWSPAN=3><EM>
</EM>
</TD>
</TR>

<TR>
<TD BGCOLOR="white" CLASS="NavBarCell2"><FONT SIZE="-2">
&nbsp;<A HREF="../../../../../gov/nih/nci/evs/domain/Source.html" title="class in 
gov.nih.nci.evs.domain"><B>PREV CLASS</B></A>&nbsp;
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in gov.nih.nci.evs.domain"><B>NEXT CLASS</B></A></FONT></TD>
<TD BGCOLOR="white" CLASS="NavBarCell2"><FONT SIZE="-2">
  <A HREF="../../../../../index.html?gov/nih/nci/evs/domain/TreeNode.html" 
target="_top"><B>FRAMES</B></A>  &nbsp;
&nbsp;<A HREF="TreeNode.html" target="_top"><B>NO FRAMES</B></A>  &nbsp;
&nbsp;<SCRIPT type="text/javascript">
  <!--
  if(window==top) {
    document.writeln('<A HREF="../../../../../allclasses-noframe.html"><B>All 
Classes</B></A>');
  }
  //-->
</SCRIPT>
<NOSCRIPT>
  <A HREF="../../../../../allclasses-noframe.html"><B>All Classes</B></A>
</NOSCRIPT>

</FONT></TD>
</TR>
<TR>
<TD VALIGN="top" CLASS="NavBarCell3"><FONT SIZE="-2">
  SUMMARY:&nbsp;NESTED&nbsp;|&nbsp;<A HREF="#field_summary">FIELD</A>&nbsp;|&nbsp;<A 
HREF="#constructor_summary">CONSTR</A>&nbsp;|&nbsp;<A 
HREF="#method_summary">METHOD</A></FONT></TD>
<TD VALIGN="top" CLASS="NavBarCell3"><FONT SIZE="-2">
DETAIL:&nbsp;<A HREF="#field_detail">FIELD</A>&nbsp;|&nbsp;<A 
HREF="#constructor_detail">CONSTR</A>&nbsp;|&nbsp;<A 
HREF="#method_detail">METHOD</A></FONT></TD>
</TR>
</TABLE>
<A NAME="skip-navbar_top"></A>
<!-- ========= END OF TOP NAVBAR ========= -->

<HR>
<!-- ======== START OF CLASS DATA ======== -->
<H2>
<FONT SIZE="-1">
gov.nih.nci.evs.domain</FONT>
<BR>
Class TreeNode</H2>
<PRE>
java.lang.Object
  <IMG SRC="../../../../../resources/inherit.gif" ALT="extended by 
"><B>gov.nih.nci.evs.domain.TreeNode</B>
</PRE>
<DL>
<DT><B>All Implemented Interfaces:</B> <DD>java.io.Serializable</DD>
</DL>
<HR>
<DL>
<DT><PRE>public class <B>TreeNode</B><DT>extends java.lang.Object<DT>implements 
java.io.Serializable</DL>
</PRE>

<P>
The TreeNode class specifies the relationship between a concept and its immed...

Validation In Response:

• <DT><PRE>public classpublic classpublic classpublic class <B>TreeNode</B><DT>extends java.lang.Object<DT>
implements java.io.Serializable</DL>

Reasoning:

The response contains source code of script files, which may expose sensitive information about 
the site and the application logic.

Vulnerable URL: http://evsapi-
qa.nci.nih.gov/evsapi42/docs/gov/nih/nci/evs/domain/Vocabulary.html
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Total of 1 security issues in this URL

[1 of 1]  Web Application Source Code Disclosure Pattern Found

Severity: Medium

Test Type: Application

Vulnerable URL: http://evsapi-
qa.nci.nih.gov/evsapi42/docs/gov/nih/nci/evs/domain/Vocabulary.html   

Remediation Tasks: Remove source code files from your web-server and apply any relevant 
patches

Variant 1 of 1  [ID=7780]

Request/Response:

GET /evsapi42/docs/gov/nih/nci/evs/domain/Vocabulary.html HTTP/1.0
Cookie: JSESSIONID=14506B78735841497CDAEE27B6A7F173
Accept: */*
Accept-Language: en-US
User-Agent: NCI CBIIT Security App Scan
Host: evsapi-qa.nci.nih.gov
Referer: http://evsapi-qa.nci.nih.gov/evsapi42/docs/allclasses-frame.html

HTTP/1.1 200 OK
Content-Length: 22689
Date: Thu, 25 Sep 2008 17:38:33 GMT
X-Powered-By: Servlet 2.4; JBoss-4.0.5.GA (build: CVSTag=Branch_4_0 
date=200610162339)/Tomcat-5.5
ETag: W/"22689-1222285064000"
Last-Modified: Wed, 24 Sep 2008 19:37:44 GMT
Content-Type: text/html
Connection: close

<!DOCTYPE HTML PUBLIC "-//W3C//DTD HTML 4.01 Transitional//EN" 
"http://www.w3.org/TR/html4/loose.dtd">
<!--NewPage-->
<HTML>
<HEAD>
<!-- Generated by javadoc (build 1.5.0_15) on Wed Sep 24 15:37:43 EDT 2008 -->
<TITLE>
Vocabulary (evsapi42 API Documentation)
</TITLE>

<META NAME="keywords" CONTENT="gov.nih.nci.evs.domain.Vocabulary class">

<LINK REL ="stylesheet" TYPE="text/css" HREF="../../../../../stylesheet.css" 
TITLE="Style">

<SCRIPT type="text/javascript">
function windowTitle()
{
    parent.document.title="Vocabulary (evsapi42 API Documentation)";
}
</SCRIPT>
<NOSCRIPT>
</NOSCRIPT>

</HEAD>

<BODY BGCOLOR="white" onload="windowTitle();">

<!-- ========= START OF TOP NAVBAR ======= -->
<A NAME="navbar_top"><!-- --></A>
<A HREF="#skip-navbar_top" title="Skip navigation links"></A>
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<TR>
<TD COLSPAN=2 BGCOLOR="#EEEEFF" CLASS="NavBarCell1">
<A NAME="navbar_top_firstrow"><!-- --></A>
<TABLE BORDER="0" CELLPADDING="0" CELLSPACING="3" SUMMARY="">
  <TR ALIGN="center" VALIGN="top">
  <TD BGCOLOR="#EEEEFF" CLASS="NavBarCell1">    <A HREF="../../../../../overview-
summary.html"><FONT CLASS="NavBarFont1"><B>Overview</B></FONT></A>&nbsp;</TD>
  <TD BGCOLOR="#EEEEFF" CLASS="NavBarCell1">    <A HREF="package-summary.html"><FONT 
CLASS="NavBarFont1"><B>Package</B></FONT></A>&nbsp;</TD>
  <TD BGCOLOR="#FFFFFF" CLASS="NavBarCell1Rev"> &nbsp;<FONT 
CLASS="NavBarFont1Rev"><B>Class</B></FONT>&nbsp;</TD>
  <TD BGCOLOR="#EEEEFF" CLASS="NavBarCell1">    <A HREF="class-
use/Vocabulary.html"><FONT CLASS="NavBarFont1"><B>Use</B></FONT></A>&nbsp;</TD>
  <TD BGCOLOR="#EEEEFF" CLASS="NavBarCell1">    <A HREF="package-tree.html"><FONT 
CLASS="NavBarFont1"><B>Tree</B></FONT></A>&nbsp;</TD>
  <TD BGCOLOR="#EEEEFF" CLASS="NavBarCell1">    <A HREF="../../../../../deprecated-
list.html"><FONT CLASS="NavBarFont1"><B>Deprecated</B></FONT></A>&nbsp;</TD>
  <TD BGCOLOR="#EEEEFF" CLASS="NavBarCell1">    <A HREF="../../../../../index-
all.html"><FONT CLASS="NavBarFont1"><B>Index</B></FONT></A>&nbsp;</TD>
  <TD BGCOLOR="#EEEEFF" CLASS="NavBarCell1">    <A HREF="../../../../../help-
doc.html"><FONT CLASS="NavBarFont1"><B>Help</B></FONT></A>&nbsp;</TD>
  </TR>
</TABLE>
</TD>
<TD ALIGN="right" VALIGN="top" ROWSPAN=3><EM>
</EM>
</TD>
</TR>

<TR>
<TD BGCOLOR="white" CLASS="NavBarCell2"><FONT SIZE="-2">
&nbsp;<A HREF="../../../../../gov/nih/nci/evs/domain/TreeNode.html" title="class in 
gov.nih.nci.evs.domain"><B>PREV CLASS</B></A>&nbsp;
&nbsp;NEXT CLASS</FONT></TD>
<TD BGCOLOR="white" CLASS="NavBarCell2"><FONT SIZE="-2">
  <A HREF="../../../../../index.html?gov/nih/nci/evs/domain/Vocabulary.html" 
target="_top"><B>FRAMES</B></A>  &nbsp;
&nbsp;<A HREF="Vocabulary.html" target="_top"><B>NO FRAMES</B></A>  &nbsp;
&nbsp;<SCRIPT type="text/javascript">
  <!--
  if(window==top) {
    document.writeln('<A HREF="../../../../../allclasses-noframe.html"><B>All 
Classes</B></A>');
  }
  //-->
</SCRIPT>
<NOSCRIPT>
  <A HREF="../../../../../allclasses-noframe.html"><B>All Classes</B></A>
</NOSCRIPT>

</FONT></TD>
</TR>
<TR>
<TD VALIGN="top" CLASS="NavBarCell3"><FONT SIZE="-2">
  SUMMARY:&nbsp;NESTED&nbsp;|&nbsp;<A HREF="#field_summary">FIELD</A>&nbsp;|&nbsp;<A 
HREF="#constructor_summary">CONSTR</A>&nbsp;|&nbsp;<A 
HREF="#method_summary">METHOD</A></FONT></TD>
<TD VALIGN="top" CLASS="NavBarCell3"><FONT SIZE="-2">
DETAIL:&nbsp;<A HREF="#field_detail">FIELD</A>&nbsp;|&nbsp;<A 
HREF="#constructor_detail">CONSTR</A>&nbsp;|&nbsp;<A 
HREF="#method_detail">METHOD</A></FONT></TD>
</TR>
</TABLE>
<A NAME="skip-navbar_top"></A>
<!-- ========= END OF TOP NAVBAR ========= -->

<HR>
<!-- ======== START OF CLASS DATA ======== -->
<H2>
<FONT SIZE="-1">
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<BR>
Class Vocabulary</H2>
<PRE>
java.lang.Object
  <IMG SRC="../../../../../resources/inherit.gif" ALT="extended by 
"><B>gov.nih.nci.evs.domain.Vocabulary</B>
</PRE>
<DL>
<DT><B>All Implemented Interfaces:</B> <DD>java.io.Serializable</DD>
</DL>
<HR>
<DL>
<DT><PRE>public class <B>Vocabulary</B><DT>extends java.lang.Object<DT>implements 
java.io.Serializable</DL>
</PRE>

<P>
Specifies the vocabulary entity or namespace
<P>

<P>
<DL>
<DT><B>See Also:</B><DD><A HREF="../../../../../serialized-
form.html#gov.nih.nci.evs.domain.Vocabulary">Se...

Validation In Response:

• <DT><PRE>public classpublic classpublic classpublic class <B>Vocabulary</B><DT>extends java.lang.Object<DT>
implements java.io.Serializable</DL>

Reasoning:

The response contains source code of script files, which may expose sensitive information about 
the site and the application logic.

Vulnerable URL: http://evsapi-qa.nci.nih.gov/evsapi42/docs/gov/nih/nci/evs/security/

Total of 1 security issues in this URL

[1 of 1]  Insecure HTTP Methods Enabled

Severity: Informational

Test Type: Infrastructure

Vulnerable URL: http://evsapi-qa.nci.nih.gov/evsapi42/docs/gov/nih/nci/evs/security/   

Remediation Tasks: Disable WebDAV, or disallow unneeded HTTP methods

Variant 1 of 1  [ID=7320]

The following changes were applied to the original request:
• Set path to '/evsapi42/docs/gov/nih/nci/evs/security/'
• Set method to 'OPTIONS'

Request/Response:

OPTIONS /evsapi42/docs/gov/nih/nci/evs/security/ HTTP/1.0
Cookie: JSESSIONID=14506B78735841497CDAEE27B6A7F173
Content-Length: 0
Accept: */*
Accept-Language: en-US
User-Agent: NCI CBIIT Security App Scan
Host: evsapi-qa.nci.nih.gov
Referer: http://evsapi-qa.nci.nih.gov/evsapi42/docs/overview-frame.html

HTTP/1.1 200 OK
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Content-Length: 0
Date: Thu, 25 Sep 2008 17:38:11 GMT
X-Powered-By: Servlet 2.4; JBoss-4.0.5.GA (build: CVSTag=Branch_4_0 
date=200610162339)/Tomcat-5.5
Allow: GET, HEAD, POST, PUT, DELETE, TRACE, OPTIONS
Connection: close
Content-Type: text/plain

Validation In Response:

• Allow: GET, HEAD, POST, PUT, DELETEDELETEDELETEDELETE, TRACE, OPTIONS

Reasoning:

The response headers revealed that some hazardous HTTP Options are allowed, indicating that 
WebDAV is enabled on the server.

Vulnerable URL: http://evsapi-
qa.nci.nih.gov/evsapi42/docs/gov/nih/nci/evs/security/SecurityToken.html

Total of 1 security issues in this URL

[1 of 1]  Web Application Source Code Disclosure Pattern Found

Severity: Medium

Test Type: Application

Vulnerable URL: http://evsapi-
qa.nci.nih.gov/evsapi42/docs/gov/nih/nci/evs/security/SecurityToken.html   

Remediation Tasks: Remove source code files from your web-server and apply any relevant 
patches

Variant 1 of 1  [ID=7775]

Request/Response:

GET /evsapi42/docs/gov/nih/nci/evs/security/SecurityToken.html HTTP/1.0
Cookie: JSESSIONID=14506B78735841497CDAEE27B6A7F173
Accept: */*
Accept-Language: en-US
User-Agent: NCI CBIIT Security App Scan
Host: evsapi-qa.nci.nih.gov
Referer: http://evsapi-qa.nci.nih.gov/evsapi42/docs/allclasses-frame.html

HTTP/1.1 200 OK
Content-Length: 17178
Date: Thu, 25 Sep 2008 17:38:32 GMT
X-Powered-By: Servlet 2.4; JBoss-4.0.5.GA (build: CVSTag=Branch_4_0 
date=200610162339)/Tomcat-5.5
ETag: W/"17178-1222285064000"
Last-Modified: Wed, 24 Sep 2008 19:37:44 GMT
Content-Type: text/html
Connection: close

<!DOCTYPE HTML PUBLIC "-//W3C//DTD HTML 4.01 Transitional//EN" 
"http://www.w3.org/TR/html4/loose.dtd">
<!--NewPage-->
<HTML>
<HEAD>
<!-- Generated by javadoc (build 1.5.0_15) on Wed Sep 24 15:37:43 EDT 2008 -->
<TITLE>
SecurityToken (evsapi42 API Documentation)
</TITLE>
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<META NAME="keywords" CONTENT="gov.nih.nci.evs.security.SecurityToken class">

<LINK REL ="stylesheet" TYPE="text/css" HREF="../../../../../stylesheet.css" 
TITLE="Style">

<SCRIPT type="text/javascript">
function windowTitle()
{
    parent.document.title="SecurityToken (evsapi42 API Documentation)";
}
</SCRIPT>
<NOSCRIPT>
</NOSCRIPT>

</HEAD>

<BODY BGCOLOR="white" onload="windowTitle();">

<!-- ========= START OF TOP NAVBAR ======= -->
<A NAME="navbar_top"><!-- --></A>
<A HREF="#skip-navbar_top" title="Skip navigation links"></A>
<TABLE BORDER="0" WIDTH="100%" CELLPADDING="1" CELLSPACING="0" SUMMARY="">
<TR>
<TD COLSPAN=2 BGCOLOR="#EEEEFF" CLASS="NavBarCell1">
<A NAME="navbar_top_firstrow"><!-- --></A>
<TABLE BORDER="0" CELLPADDING="0" CELLSPACING="3" SUMMARY="">
  <TR ALIGN="center" VALIGN="top">
  <TD BGCOLOR="#EEEEFF" CLASS="NavBarCell1">    <A HREF="../../../../../overview-
summary.html"><FONT CLASS="NavBarFont1"><B>Overview</B></FONT></A>&nbsp;</TD>
  <TD BGCOLOR="#EEEEFF" CLASS="NavBarCell1">    <A HREF="package-summary.html"><FONT 
CLASS="NavBarFont1"><B>Package</B></FONT></A>&nbsp;</TD>
  <TD BGCOLOR="#FFFFFF" CLASS="NavBarCell1Rev"> &nbsp;<FONT 
CLASS="NavBarFont1Rev"><B>Class</B></FONT>&nbsp;</TD>
  <TD BGCOLOR="#EEEEFF" CLASS="NavBarCell1">    <A HREF="class-
use/SecurityToken.html"><FONT CLASS="NavBarFont1"><B>Use</B></FONT></A>&nbsp;</TD>
  <TD BGCOLOR="#EEEEFF" CLASS="NavBarCell1">    <A HREF="package-tree.html"><FONT 
CLASS="NavBarFont1"><B>Tree</B></FONT></A>&nbsp;</TD>
  <TD BGCOLOR="#EEEEFF" CLASS="NavBarCell1">    <A HREF="../../../../../deprecated-
list.html"><FONT CLASS="NavBarFont1"><B>Deprecated</B></FONT></A>&nbsp;</TD>
  <TD BGCOLOR="#EEEEFF" CLASS="NavBarCell1">    <A HREF="../../../../../index-
all.html"><FONT CLASS="NavBarFont1"><B>Index</B></FONT></A>&nbsp;</TD>
  <TD BGCOLOR="#EEEEFF" CLASS="NavBarCell1">    <A HREF="../../../../../help-
doc.html"><FONT CLASS="NavBarFont1"><B>Help</B></FONT></A>&nbsp;</TD>
  </TR>
</TABLE>
</TD>
<TD ALIGN="right" VALIGN="top" ROWSPAN=3><EM>
</EM>
</TD>
</TR>

<TR>
<TD BGCOLOR="white" CLASS="NavBarCell2"><FONT SIZE="-2">
&nbsp;PREV CLASS&nbsp;
&nbsp;NEXT CLASS</FONT></TD>
<TD BGCOLOR="white" CLASS="NavBarCell2"><FONT SIZE="-2">
  <A HREF="../../../../../index.html?gov/nih/nci/evs/security/SecurityToken.html" 
target="_top"><B>FRAMES</B></A>  &nbsp;
&nbsp;<A HREF="SecurityToken.html" target="_top"><B>NO FRAMES</B></A>  &nbsp;
&nbsp;<SCRIPT type="text/javascript">
  <!--
  if(window==top) {
    document.writeln('<A HREF="../../../../../allclasses-noframe.html"><B>All 
Classes</B></A>');
  }
  //-->
</SCRIPT>
<NOSCRIPT>
  <A HREF="../../../../../allclasses-noframe.html"><B>All Classes</B></A>
</NOSCRIPT>
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</FONT></TD>
</TR>
<TR>
<TD VALIGN="top" CLASS="NavBarCell3"><FONT SIZE="-2">
  SUMMARY:&nbsp;NESTED&nbsp;|&nbsp;<A HREF="#field_summary">FIELD</A>&nbsp;|&nbsp;<A 
HREF="#constructor_summary">CONSTR</A>&nbsp;|&nbsp;<A 
HREF="#method_summary">METHOD</A></FONT></TD>
<TD VALIGN="top" CLASS="NavBarCell3"><FONT SIZE="-2">
DETAIL:&nbsp;<A HREF="#field_detail">FIELD</A>&nbsp;|&nbsp;<A 
HREF="#constructor_detail">CONSTR</A>&nbsp;|&nbsp;<A 
HREF="#method_detail">METHOD</A></FONT></TD>
</TR>
</TABLE>
<A NAME="skip-navbar_top"></A>
<!-- ========= END OF TOP NAVBAR ========= -->

<HR>
<!-- ======== START OF CLASS DATA ======== -->
<H2>
<FONT SIZE="-1">
gov.nih.nci.evs.security</FONT>
<BR>
Class SecurityToken</H2>
<PRE>
java.lang.Object
  <IMG SRC="../../../../../resources/inherit.gif" ALT="extended by 
"><B>gov.nih.nci.evs.security.SecurityToken</B>
</PRE>
<DL>
<DT><B>All Implemented Interfaces:</B> <DD>java.io.Serializable</DD>
</DL>
<HR>
<DL>
<DT><PRE>public class <B>SecurityToken</B><DT>extends java.lang.Object<DT>implements 
java.io.Serializable</DL>
</PRE>

<P>
SecurityToken class implements security policy to EVS Vocabularies. Access request 
information can be specified in this class. This information will be used to grant 
or deny permission to access a specific vocabulary.
<P>

<P>
<DL>
<DT><B...

Validation In Response:

• <DT><PRE>public classpublic classpublic classpublic class <B>SecurityToken</B><DT>extends java.lang.Object<DT>
implements java.io.Serializable</DL>

Reasoning:

The response contains source code of script files, which may expose sensitive information about 
the site and the application logic.

Vulnerable URL: http://evsapi-qa.nci.nih.gov/evsapi42/docs/gov/nih/nci/evs/annotation/class-
use/

Total of 1 security issues in this URL
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[1 of 1]  Insecure HTTP Methods Enabled

Severity: Informational

Test Type: Infrastructure

Vulnerable URL: http://evsapi-qa.nci.nih.gov/evsapi42/docs/gov/nih/nci/evs/annotation/class-
use/   

Remediation Tasks: Disable WebDAV, or disallow unneeded HTTP methods

Variant 1 of 1  [ID=10510]

The following changes were applied to the original request:
• Set path to '/evsapi42/docs/gov/nih/nci/evs/annotation/class-use/'
• Set method to 'OPTIONS'

Request/Response:

OPTIONS /evsapi42/docs/gov/nih/nci/evs/annotation/class-use/ HTTP/1.0
Cookie: JSESSIONID=14506B78735841497CDAEE27B6A7F173
Content-Length: 0
Accept: */*
Accept-Language: en-US
User-Agent: NCI CBIIT Security App Scan
Host: evsapi-qa.nci.nih.gov
Referer: http://evsapi-
qa.nci.nih.gov/evsapi42/docs/gov/nih/nci/evs/annotation/LazyLoad.html

HTTP/1.1 200 OK
Content-Length: 0
Date: Thu, 25 Sep 2008 17:43:45 GMT
X-Powered-By: Servlet 2.4; JBoss-4.0.5.GA (build: CVSTag=Branch_4_0 
date=200610162339)/Tomcat-5.5
Allow: GET, HEAD, POST, PUT, DELETE, TRACE, OPTIONS
Connection: close
Content-Type: text/plain

Validation In Response:

• Allow: GET, HEAD, POST, PUT, DELETEDELETEDELETEDELETE, TRACE, OPTIONS

Reasoning:

The response headers revealed that some hazardous HTTP Options are allowed, indicating that 
WebDAV is enabled on the server.

Vulnerable URL: http://evsapi-qa.nci.nih.gov/evsapi42/docs/gov/nih/nci/evs/domain/class-use/

Total of 1 security issues in this URL

[1 of 1]  Insecure HTTP Methods Enabled

Severity: Informational

Test Type: Infrastructure

Vulnerable URL: http://evsapi-qa.nci.nih.gov/evsapi42/docs/gov/nih/nci/evs/domain/class-use/   

Remediation Tasks: Disable WebDAV, or disallow unneeded HTTP methods

Variant 1 of 1  [ID=9947]

The following changes were applied to the original request:
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• Set path to '/evsapi42/docs/gov/nih/nci/evs/domain/class-use/'
• Set method to 'OPTIONS'

Request/Response:

OPTIONS /evsapi42/docs/gov/nih/nci/evs/domain/class-use/ HTTP/1.0
Cookie: JSESSIONID=14506B78735841497CDAEE27B6A7F173
Content-Length: 0
Accept: */*
Accept-Language: en-US
User-Agent: NCI CBIIT Security App Scan
Host: evsapi-qa.nci.nih.gov
Referer: http://evsapi-qa.nci.nih.gov/evsapi42/docs/gov/nih/nci/evs/domain/Atom.html

HTTP/1.1 200 OK
Content-Length: 0
Date: Thu, 25 Sep 2008 17:43:19 GMT
X-Powered-By: Servlet 2.4; JBoss-4.0.5.GA (build: CVSTag=Branch_4_0 
date=200610162339)/Tomcat-5.5
Allow: GET, HEAD, POST, PUT, DELETE, TRACE, OPTIONS
Connection: close
Content-Type: text/plain

Validation In Response:

• Allow: GET, HEAD, POST, PUT, DELETEDELETEDELETEDELETE, TRACE, OPTIONS

Reasoning:

The response headers revealed that some hazardous HTTP Options are allowed, indicating that 
WebDAV is enabled on the server.

Vulnerable URL: http://evsapi-qa.nci.nih.gov/evsapi42/docs/gov/nih/nci/evs/security/class-use/

Total of 1 security issues in this URL

[1 of 1]  Insecure HTTP Methods Enabled

Severity: Informational

Test Type: Infrastructure

Vulnerable URL: http://evsapi-qa.nci.nih.gov/evsapi42/docs/gov/nih/nci/evs/security/class-use/   

Remediation Tasks: Disable WebDAV, or disallow unneeded HTTP methods

Variant 1 of 1  [ID=10630]

The following changes were applied to the original request:
• Set path to '/evsapi42/docs/gov/nih/nci/evs/security/class-use/'
• Set method to 'OPTIONS'

Request/Response:

OPTIONS /evsapi42/docs/gov/nih/nci/evs/security/class-use/ HTTP/1.0
Cookie: JSESSIONID=14506B78735841497CDAEE27B6A7F173
Content-Length: 0
Accept: */*
Accept-Language: en-US
User-Agent: NCI CBIIT Security App Scan
Host: evsapi-qa.nci.nih.gov
Referer: http://evsapi-
qa.nci.nih.gov/evsapi42/docs/gov/nih/nci/evs/security/SecurityToken.html
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HTTP/1.1 200 OK
Content-Length: 0
Date: Thu, 25 Sep 2008 17:43:57 GMT
X-Powered-By: Servlet 2.4; JBoss-4.0.5.GA (build: CVSTag=Branch_4_0 
date=200610162339)/Tomcat-5.5
Allow: GET, HEAD, POST, PUT, DELETE, TRACE, OPTIONS
Connection: close
Content-Type: text/plain

Validation In Response:

• Allow: GET, HEAD, POST, PUT, DELETEDELETEDELETEDELETE, TRACE, OPTIONS

Reasoning:

The response headers revealed that some hazardous HTTP Options are allowed, indicating that 
WebDAV is enabled on the server.
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Remediation TasksRemediation TasksRemediation TasksRemediation Tasks

Addressed Security IssuesURL Remediation Tasks

http://evsapi-qa.nci.nih.gov/evsapi42/ (1)

Disable WebDAV, or disallow unneeded HTTP 
methods (Low)

Insecure HTTP Methods Enabled

http://evsapi-qa.nci.nih.gov/evsapi42/docs/ (1)

Disable WebDAV, or disallow unneeded HTTP 
methods (Low)

Insecure HTTP Methods Enabled

http://evsapi-qa.nci.nih.gov/evsapi42/docs/gov/ (1)

Disable WebDAV, or disallow unneeded HTTP 
methods (Low)

Insecure HTTP Methods Enabled

http://evsapi-qa.nci.nih.gov/evsapi42/docs/gov/nih/ (1)

Disable WebDAV, or disallow unneeded HTTP 
methods (Low)

Insecure HTTP Methods Enabled

http://evsapi-qa.nci.nih.gov/evsapi42/docs/gov/nih/nci/ (1)

Disable WebDAV, or disallow unneeded HTTP 
methods (Low)

Insecure HTTP Methods Enabled

http://evsapi-qa.nci.nih.gov/evsapi42/docs/gov/nih/nci/evs/ (1)

Disable WebDAV, or disallow unneeded HTTP 
methods (Low)

Insecure HTTP Methods Enabled

http://evsapi-qa.nci.nih.gov/evsapi42/docs/gov/nih/nci/evs/annotation/ (1)

Disable WebDAV, or disallow unneeded HTTP 
methods (Low)

Insecure HTTP Methods Enabled

http://evsapi-qa.nci.nih.gov/evsapi42/docs/gov/nih/nci/evs/domain/ (1)

Disable WebDAV, or disallow unneeded HTTP 
methods (Low)

Insecure HTTP Methods Enabled
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http://evsapi-
qa.nci.nih.gov/evsapi42/docs/gov/nih/nci/evs/domain/Association.html (1)

Remove source code files from your web-
server and apply any relevant patches  
(Medium)

Web Application Source Code Disclosure 
Pattern Found

http://evsapi-qa.nci.nih.gov/evsapi42/docs/gov/nih/nci/evs/domain/Atom.html (1)

Remove source code files from your web-
server and apply any relevant patches  
(Medium)

Web Application Source Code Disclosure 
Pattern Found

http://evsapi-
qa.nci.nih.gov/evsapi42/docs/gov/nih/nci/evs/domain/AttributeSetDescriptor.htm
l (1)

Remove source code files from your web-
server and apply any relevant patches  
(Medium)

Web Application Source Code Disclosure 
Pattern Found

http://evsapi-
qa.nci.nih.gov/evsapi42/docs/gov/nih/nci/evs/domain/Definition.html (1)

Remove source code files from your web-
server and apply any relevant patches  
(Medium)

Web Application Source Code Disclosure 
Pattern Found

http://evsapi-
qa.nci.nih.gov/evsapi42/docs/gov/nih/nci/evs/domain/DescLogicConcept.html  
(1)

Remove source code files from your web-
server and apply any relevant patches  
(Medium)

Web Application Source Code Disclosure 
Pattern Found

http://evsapi-
qa.nci.nih.gov/evsapi42/docs/gov/nih/nci/evs/domain/EdgeProperties.html (1)

Remove source code files from your web-
server and apply any relevant patches  
(Medium)

Web Application Source Code Disclosure 
Pattern Found

http://evsapi-
qa.nci.nih.gov/evsapi42/docs/gov/nih/nci/evs/domain/EditActionDate.html (1)

Remove source code files from your web-
server and apply any relevant patches  
(Medium)

Web Application Source Code Disclosure 
Pattern Found
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http://evsapi-qa.nci.nih.gov/evsapi42/docs/gov/nih/nci/evs/domain/History.html  
(1)

Remove source code files from your web-
server and apply any relevant patches  
(Medium)

Web Application Source Code Disclosure 
Pattern Found

http://evsapi-
qa.nci.nih.gov/evsapi42/docs/gov/nih/nci/evs/domain/HistoryRecord.html (1)

Remove source code files from your web-
server and apply any relevant patches  
(Medium)

Web Application Source Code Disclosure 
Pattern Found

http://evsapi-
qa.nci.nih.gov/evsapi42/docs/gov/nih/nci/evs/domain/MetaThesaurusConcept.ht
ml (1)

Remove source code files from your web-
server and apply any relevant patches  
(Medium)

Web Application Source Code Disclosure 
Pattern Found

http://evsapi-qa.nci.nih.gov/evsapi42/docs/gov/nih/nci/evs/domain/Property.html  
(1)

Remove source code files from your web-
server and apply any relevant patches  
(Medium)

Web Application Source Code Disclosure 
Pattern Found

http://evsapi-qa.nci.nih.gov/evsapi42/docs/gov/nih/nci/evs/domain/Qualifier.html  
(1)

Remove source code files from your web-
server and apply any relevant patches  
(Medium)

Web Application Source Code Disclosure 
Pattern Found

http://evsapi-qa.nci.nih.gov/evsapi42/docs/gov/nih/nci/evs/domain/Role.html (1)

Remove source code files from your web-
server and apply any relevant patches  
(Medium)

Web Application Source Code Disclosure 
Pattern Found

http://evsapi-
qa.nci.nih.gov/evsapi42/docs/gov/nih/nci/evs/domain/SemanticType.html (1)

Remove source code files from your web-
server and apply any relevant patches  
(Medium)

Web Application Source Code Disclosure 
Pattern Found
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http://evsapi-qa.nci.nih.gov/evsapi42/docs/gov/nih/nci/evs/domain/Silo.html (1)

Remove source code files from your web-
server and apply any relevant patches  
(Medium)

Web Application Source Code Disclosure 
Pattern Found

http://evsapi-qa.nci.nih.gov/evsapi42/docs/gov/nih/nci/evs/domain/Source.html  
(1)

Remove source code files from your web-
server and apply any relevant patches  
(Medium)

Web Application Source Code Disclosure 
Pattern Found

http://evsapi-
qa.nci.nih.gov/evsapi42/docs/gov/nih/nci/evs/domain/TreeNode.html (1)

Remove source code files from your web-
server and apply any relevant patches  
(Medium)

Web Application Source Code Disclosure 
Pattern Found

http://evsapi-
qa.nci.nih.gov/evsapi42/docs/gov/nih/nci/evs/domain/Vocabulary.html (1)

Remove source code files from your web-
server and apply any relevant patches  
(Medium)

Web Application Source Code Disclosure 
Pattern Found

http://evsapi-qa.nci.nih.gov/evsapi42/docs/gov/nih/nci/evs/security/ (1)

Disable WebDAV, or disallow unneeded HTTP 
methods (Low)

Insecure HTTP Methods Enabled

http://evsapi-
qa.nci.nih.gov/evsapi42/docs/gov/nih/nci/evs/security/SecurityToken.html (1)

Remove source code files from your web-
server and apply any relevant patches  
(Medium)

Web Application Source Code Disclosure 
Pattern Found

http://evsapi-qa.nci.nih.gov/evsapi42/docs/gov/nih/nci/evs/annotation/class-use/  
(1)

Disable WebDAV, or disallow unneeded HTTP 
methods (Low)

Insecure HTTP Methods Enabled

http://evsapi-qa.nci.nih.gov/evsapi42/docs/gov/nih/nci/evs/domain/class-use/ (1)

Disable WebDAV, or disallow unneeded HTTP 
methods (Low)

Insecure HTTP Methods Enabled
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http://evsapi-qa.nci.nih.gov/evsapi42/docs/gov/nih/nci/evs/security/class-use/ (1)

Disable WebDAV, or disallow unneeded HTTP 
methods (Low)

Insecure HTTP Methods Enabled
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Application DataApplication DataApplication DataApplication Data

Script Parameters

URL Name Type Value

http://evsapi-
qa.nci.nih.gov/evsapi42/ShowDynamicTree.action;jsessionid=1201929C4D1AADD9A69B16B41E
D09D83

__patternParameter__JS
ESSIONID____0

Simple Link 1201929C4D1AADD9A69B16B41ED09D83

http://evsapi-qa.nci.nih.gov/evsapi42/docs/index.html

overview-summary.html Simple Link

gov/nih/nci/evs/domain/A
tom.html

Simple Link

gov/nih/nci/evs/domain/A
ttributeSetDescriptor.html

Simple Link

gov/nih/nci/evs/domain/D
efinition.html

Simple Link

Broken Links

Reason URL

Response Status 404 - Not Found http://evsapi-
qa.nci.nih.gov/evsapi42/struts/dojo/src/__packa
ge__.js

Response Status 404 - Not Found http://evsapi-
qa.nci.nih.gov/evsapi42/struts/dojo/src.js

Response Status 404 - Not Found http://evsapi-
qa.nci.nih.gov/evsapi42/struts/dojo/__package_
_.js

JavaScripts

Script URL

    // Dojo configuration
    djConfig = {
        baseRelativePath: 
"/evsapi42/struts/dojo",
        isDebug: false,
        bindEncoding: "UTF-8",
        debugAtAllCosts: false // not needed, 
but allows the Venkman debugger to work with 
the includes
    };

http://evsapi-
qa.nci.nih.gov/evsapi42/ShowDynamicTree.acti
on;jsessionid=1201929C4D1AADD9A69B16B41
ED09D83
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Script URL

<!-- transport: "XMLHTTPTransport" -->
    function treeNodeSelected(nodeId) {
        dojo.io.bind({
            url: "Criteria.action?
nodeId="+nodeId,
            load: function(type, data, evt) {
                var displayDiv = dojo.byId
("displayId");
                displayDiv.innerHTML = data;

setFocus('firstInputField')
            },
            mimeType: "text/html"
        });
    };

    dojo.event.topic.subscribe
("treeSelected", this, "treeNodeSelected"); 

http://evsapi-
qa.nci.nih.gov/evsapi42/ShowDynamicTree.acti
on;jsessionid=1201929C4D1AADD9A69B16B41
ED09D83

function setFocus(fieldName)
{

try {
document.getElementById

( fieldName ).focus();
} catch(e) {

return true;
}

}// setFocus()    

http://evsapi-
qa.nci.nih.gov/evsapi42/ShowDynamicTree.acti
on;jsessionid=1201929C4D1AADD9A69B16B41
ED09D83

        <!--
        dojo.require("dojo.lang.*");
        dojo.require("dojo.widget.*");
        dojo.require("dojo.widget.Tree");
        // dojo.hostenv.writeIncludes();
        -->

http://evsapi-
qa.nci.nih.gov/evsapi42/ShowDynamicTree.acti
on;jsessionid=1201929C4D1AADD9A69B16B41
ED09D83

function windowTitle()
{
    parent.document.title="Constant Field 
Values (evsapi42 API Documentation)";
}

http://evsapi-
qa.nci.nih.gov/evsapi42/docs/constant-
values.html

function windowTitle()
{
    parent.document.title="Deprecated List 
(evsapi42 API Documentation)";
}

http://evsapi-
qa.nci.nih.gov/evsapi42/docs/deprecated-
list.html

function windowTitle()
{
    parent.document.title="API Help (evsapi42 
API Documentation)";
}

http://evsapi-qa.nci.nih.gov/evsapi42/docs/help-
doc.html

function windowTitle()
{
    parent.document.title="Index (evsapi42 
API Documentation)";
}

http://evsapi-qa.nci.nih.gov/evsapi42/docs/index
-all.html
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Script URL

  <!--
  if(window==top) {
    document.writeln('<A HREF="./allclasses-
noframe.html"><B>All Classes</B></A>');
  }
  //-->

http://evsapi-qa.nci.nih.gov/evsapi42/docs/index
-all.html

    targetPage = "" + window.location.search;
    if (targetPage != "" && targetPage != 
"undefined")
        targetPage = targetPage.substring(1);
    if (targetPage.indexOf(":") != -1)
        targetPage = "undefined";
    function loadFrames() {
        if (targetPage != "" && targetPage != 
"undefined")
             top.classFrame.location = 
top.targetPage;
    }

http://evsapi-
qa.nci.nih.gov/evsapi42/docs/index.html

function windowTitle()
{
    parent.document.title="Overview (evsapi42 
API Documentation)";
}

http://evsapi-
qa.nci.nih.gov/evsapi42/docs/overview-
summary.html

  <!--
  if(window==top) {
    document.writeln('<A HREF="allclasses-
noframe.html"><B>All Classes</B></A>');
  }
  //-->

http://evsapi-
qa.nci.nih.gov/evsapi42/docs/overview-
summary.html

function windowTitle()
{
    parent.document.title="Class Hierarchy 
(evsapi42 API Documentation)";
}

http://evsapi-
qa.nci.nih.gov/evsapi42/docs/overview-tree.html

function windowTitle()
{
    parent.document.title="Serialized Form 
(evsapi42 API Documentation)";
}

http://evsapi-
qa.nci.nih.gov/evsapi42/docs/serialized-
form.html

function windowTitle()
{
    parent.document.title="LazyLoad (evsapi42 
API Documentation)";
}

http://evsapi-
qa.nci.nih.gov/evsapi42/docs/gov/nih/nci/evs/an
notation/LazyLoad.html

function windowTitle()
{

parent.document.title="gov.nih.nci.evs.annota
tion (evsapi42 API Documentation)";
}

http://evsapi-
qa.nci.nih.gov/evsapi42/docs/gov/nih/nci/evs/an
notation/package-summary.html

function windowTitle()
{

parent.document.title="gov.nih.nci.evs.annota
tion Class Hierarchy (evsapi42 API 
Documentation)";
}

http://evsapi-
qa.nci.nih.gov/evsapi42/docs/gov/nih/nci/evs/an
notation/package-tree.html
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Script URL

function windowTitle()
{
    parent.document.title="Uses of Package 
gov.nih.nci.evs.annotation (evsapi42 API 
Documentation)";
}

http://evsapi-
qa.nci.nih.gov/evsapi42/docs/gov/nih/nci/evs/an
notation/package-use.html

function windowTitle()
{
    parent.document.title="Association 
(evsapi42 API Documentation)";
}

http://evsapi-
qa.nci.nih.gov/evsapi42/docs/gov/nih/nci/evs/do
main/Association.html

  <!--
  if(window==top) {
    document.writeln('<A 
HREF="../../../../../allclasses-
noframe.html"><B>All Classes</B></A>');
  }
  //-->

http://evsapi-
qa.nci.nih.gov/evsapi42/docs/gov/nih/nci/evs/do
main/Association.html

function windowTitle()
{
    parent.document.title="Atom (evsapi42 API 
Documentation)";
}

http://evsapi-
qa.nci.nih.gov/evsapi42/docs/gov/nih/nci/evs/do
main/Atom.html

function windowTitle()
{

parent.document.title="AttributeSetDescriptor 
(evsapi42 API Documentation)";
}

http://evsapi-
qa.nci.nih.gov/evsapi42/docs/gov/nih/nci/evs/do
main/AttributeSetDescriptor.html

function windowTitle()
{
    parent.document.title="Definition 
(evsapi42 API Documentation)";
}

http://evsapi-
qa.nci.nih.gov/evsapi42/docs/gov/nih/nci/evs/do
main/Definition.html

function windowTitle()
{
    parent.document.title="DescLogicConcept 
(evsapi42 API Documentation)";
}

http://evsapi-
qa.nci.nih.gov/evsapi42/docs/gov/nih/nci/evs/do
main/DescLogicConcept.html

function windowTitle()
{
    parent.document.title="EdgeProperties 
(evsapi42 API Documentation)";
}

http://evsapi-
qa.nci.nih.gov/evsapi42/docs/gov/nih/nci/evs/do
main/EdgeProperties.html

function windowTitle()
{
    parent.document.title="EditActionDate 
(evsapi42 API Documentation)";
}

http://evsapi-
qa.nci.nih.gov/evsapi42/docs/gov/nih/nci/evs/do
main/EditActionDate.html

function windowTitle()
{
    parent.document.title="History (evsapi42 
API Documentation)";
}

http://evsapi-
qa.nci.nih.gov/evsapi42/docs/gov/nih/nci/evs/do
main/History.html
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Script URL

function windowTitle()
{
    parent.document.title="HistoryRecord 
(evsapi42 API Documentation)";
}

http://evsapi-
qa.nci.nih.gov/evsapi42/docs/gov/nih/nci/evs/do
main/HistoryRecord.html

function windowTitle()
{

parent.document.title="MetaThesaurusConcept 
(evsapi42 API Documentation)";
}

http://evsapi-
qa.nci.nih.gov/evsapi42/docs/gov/nih/nci/evs/do
main/MetaThesaurusConcept.html

function windowTitle()
{
    parent.document.title="Property (evsapi42 
API Documentation)";
}

http://evsapi-
qa.nci.nih.gov/evsapi42/docs/gov/nih/nci/evs/do
main/Property.html

function windowTitle()
{
    parent.document.title="Qualifier 
(evsapi42 API Documentation)";
}

http://evsapi-
qa.nci.nih.gov/evsapi42/docs/gov/nih/nci/evs/do
main/Qualifier.html

function windowTitle()
{
    parent.document.title="Role (evsapi42 API 
Documentation)";
}

http://evsapi-
qa.nci.nih.gov/evsapi42/docs/gov/nih/nci/evs/do
main/Role.html

function windowTitle()
{
    parent.document.title="SemanticType 
(evsapi42 API Documentation)";
}

http://evsapi-
qa.nci.nih.gov/evsapi42/docs/gov/nih/nci/evs/do
main/SemanticType.html

function windowTitle()
{
    parent.document.title="Silo (evsapi42 API 
Documentation)";
}

http://evsapi-
qa.nci.nih.gov/evsapi42/docs/gov/nih/nci/evs/do
main/Silo.html

function windowTitle()
{
    parent.document.title="Source (evsapi42 
API Documentation)";
}

http://evsapi-
qa.nci.nih.gov/evsapi42/docs/gov/nih/nci/evs/do
main/Source.html

function windowTitle()
{
    parent.document.title="TreeNode (evsapi42 
API Documentation)";
}

http://evsapi-
qa.nci.nih.gov/evsapi42/docs/gov/nih/nci/evs/do
main/TreeNode.html

function windowTitle()
{
    parent.document.title="Vocabulary 
(evsapi42 API Documentation)";
}

http://evsapi-
qa.nci.nih.gov/evsapi42/docs/gov/nih/nci/evs/do
main/Vocabulary.html
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Script URL

function windowTitle()
{

parent.document.title="gov.nih.nci.evs.domain 
(evsapi42 API Documentation)";
}

http://evsapi-
qa.nci.nih.gov/evsapi42/docs/gov/nih/nci/evs/do
main/package-summary.html

function windowTitle()
{

parent.document.title="gov.nih.nci.evs.domain 
Class Hierarchy (evsapi42 API 
Documentation)";
}

http://evsapi-
qa.nci.nih.gov/evsapi42/docs/gov/nih/nci/evs/do
main/package-tree.html

function windowTitle()
{
    parent.document.title="Uses of Package 
gov.nih.nci.evs.domain (evsapi42 API 
Documentation)";
}

http://evsapi-
qa.nci.nih.gov/evsapi42/docs/gov/nih/nci/evs/do
main/package-use.html

function windowTitle()
{
    parent.document.title="SecurityToken 
(evsapi42 API Documentation)";
}

http://evsapi-
qa.nci.nih.gov/evsapi42/docs/gov/nih/nci/evs/se
curity/SecurityToken.html

function windowTitle()
{

parent.document.title="gov.nih.nci.evs.securi
ty (evsapi42 API Documentation)";
}

http://evsapi-
qa.nci.nih.gov/evsapi42/docs/gov/nih/nci/evs/se
curity/package-summary.html

function windowTitle()
{

parent.document.title="gov.nih.nci.evs.securi
ty Class Hierarchy (evsapi42 API 
Documentation)";
}

http://evsapi-
qa.nci.nih.gov/evsapi42/docs/gov/nih/nci/evs/se
curity/package-tree.html

function windowTitle()
{
    parent.document.title="Uses of Package 
gov.nih.nci.evs.security (evsapi42 API 
Documentation)";
}

http://evsapi-
qa.nci.nih.gov/evsapi42/docs/gov/nih/nci/evs/se
curity/package-use.html

function windowTitle()
{
    parent.document.title="Uses of Class 
gov.nih.nci.evs.annotation.LazyLoad (evsapi42 
API Documentation)";
}

http://evsapi-
qa.nci.nih.gov/evsapi42/docs/gov/nih/nci/evs/an
notation/class-use/LazyLoad.html

function windowTitle()
{
    parent.document.title="Uses of Class 
gov.nih.nci.evs.domain.Association (evsapi42 
API Documentation)";
}

http://evsapi-
qa.nci.nih.gov/evsapi42/docs/gov/nih/nci/evs/do
main/class-use/Association.html
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Script URL

function windowTitle()
{
    parent.document.title="Uses of Class 
gov.nih.nci.evs.domain.Atom (evsapi42 API 
Documentation)";
}

http://evsapi-
qa.nci.nih.gov/evsapi42/docs/gov/nih/nci/evs/do
main/class-use/Atom.html

  <!--
  if(window==top) {
    document.writeln('<A 
HREF="../../../../../../allclasses-
noframe.html"><B>All Classes</B></A>');
  }
  //-->

http://evsapi-
qa.nci.nih.gov/evsapi42/docs/gov/nih/nci/evs/do
main/class-use/Atom.html

function windowTitle()
{
    parent.document.title="Uses of Class 
gov.nih.nci.evs.domain.AttributeSetDescriptor 
(evsapi42 API Documentation)";
}

http://evsapi-
qa.nci.nih.gov/evsapi42/docs/gov/nih/nci/evs/do
main/class-use/AttributeSetDescriptor.html

function windowTitle()
{
    parent.document.title="Uses of Class 
gov.nih.nci.evs.domain.Definition (evsapi42 
API Documentation)";
}

http://evsapi-
qa.nci.nih.gov/evsapi42/docs/gov/nih/nci/evs/do
main/class-use/Definition.html

function windowTitle()
{
    parent.document.title="Uses of Class 
gov.nih.nci.evs.domain.DescLogicConcept 
(evsapi42 API Documentation)";
}

http://evsapi-
qa.nci.nih.gov/evsapi42/docs/gov/nih/nci/evs/do
main/class-use/DescLogicConcept.html

function windowTitle()
{
    parent.document.title="Uses of Class 
gov.nih.nci.evs.domain.EdgeProperties 
(evsapi42 API Documentation)";
}

http://evsapi-
qa.nci.nih.gov/evsapi42/docs/gov/nih/nci/evs/do
main/class-use/EdgeProperties.html

function windowTitle()
{
    parent.document.title="Uses of Class 
gov.nih.nci.evs.domain.EditActionDate 
(evsapi42 API Documentation)";
}

http://evsapi-
qa.nci.nih.gov/evsapi42/docs/gov/nih/nci/evs/do
main/class-use/EditActionDate.html

function windowTitle()
{
    parent.document.title="Uses of Class 
gov.nih.nci.evs.domain.History (evsapi42 API 
Documentation)";
}

http://evsapi-
qa.nci.nih.gov/evsapi42/docs/gov/nih/nci/evs/do
main/class-use/History.html

function windowTitle()
{
    parent.document.title="Uses of Class 
gov.nih.nci.evs.domain.HistoryRecord 
(evsapi42 API Documentation)";
}

http://evsapi-
qa.nci.nih.gov/evsapi42/docs/gov/nih/nci/evs/do
main/class-use/HistoryRecord.html
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Script URL

function windowTitle()
{
    parent.document.title="Uses of Class 
gov.nih.nci.evs.domain.MetaThesaurusConcept 
(evsapi42 API Documentation)";
}

http://evsapi-
qa.nci.nih.gov/evsapi42/docs/gov/nih/nci/evs/do
main/class-use/MetaThesaurusConcept.html

function windowTitle()
{
    parent.document.title="Uses of Class 
gov.nih.nci.evs.domain.Property (evsapi42 API 
Documentation)";
}

http://evsapi-
qa.nci.nih.gov/evsapi42/docs/gov/nih/nci/evs/do
main/class-use/Property.html

function windowTitle()
{
    parent.document.title="Uses of Class 
gov.nih.nci.evs.domain.Qualifier (evsapi42 
API Documentation)";
}

http://evsapi-
qa.nci.nih.gov/evsapi42/docs/gov/nih/nci/evs/do
main/class-use/Qualifier.html

function windowTitle()
{
    parent.document.title="Uses of Class 
gov.nih.nci.evs.domain.Role (evsapi42 API 
Documentation)";
}

http://evsapi-
qa.nci.nih.gov/evsapi42/docs/gov/nih/nci/evs/do
main/class-use/Role.html

function windowTitle()
{
    parent.document.title="Uses of Class 
gov.nih.nci.evs.domain.SemanticType (evsapi42 
API Documentation)";
}

http://evsapi-
qa.nci.nih.gov/evsapi42/docs/gov/nih/nci/evs/do
main/class-use/SemanticType.html

function windowTitle()
{
    parent.document.title="Uses of Class 
gov.nih.nci.evs.domain.Silo (evsapi42 API 
Documentation)";
}

http://evsapi-
qa.nci.nih.gov/evsapi42/docs/gov/nih/nci/evs/do
main/class-use/Silo.html

function windowTitle()
{
    parent.document.title="Uses of Class 
gov.nih.nci.evs.domain.Source (evsapi42 API 
Documentation)";
}

http://evsapi-
qa.nci.nih.gov/evsapi42/docs/gov/nih/nci/evs/do
main/class-use/Source.html

function windowTitle()
{
    parent.document.title="Uses of Class 
gov.nih.nci.evs.domain.TreeNode (evsapi42 API 
Documentation)";
}

http://evsapi-
qa.nci.nih.gov/evsapi42/docs/gov/nih/nci/evs/do
main/class-use/TreeNode.html

function windowTitle()
{
    parent.document.title="Uses of Class 
gov.nih.nci.evs.domain.Vocabulary (evsapi42 
API Documentation)";
}

http://evsapi-
qa.nci.nih.gov/evsapi42/docs/gov/nih/nci/evs/do
main/class-use/Vocabulary.html

10/29/2008 8:34:25 AM 77/89



Script URL

function windowTitle()
{
    parent.document.title="Uses of Class 
gov.nih.nci.evs.security.SecurityToken 
(evsapi42 API Documentation)";
}

http://evsapi-
qa.nci.nih.gov/evsapi42/docs/gov/nih/nci/evs/se
curity/class-use/SecurityToken.html

Comments

Comment URL

 application hdr begins http://evsapi-
qa.nci.nih.gov/evsapi42/ContactUs.jsp

 application hdr ends http://evsapi-
qa.nci.nih.gov/evsapi42/ContactUs.jsp

 nci hdr begins http://evsapi-
qa.nci.nih.gov/evsapi42/Home.action

 nci hdr ends http://evsapi-
qa.nci.nih.gov/evsapi42/Home.action

 banner begins http://evsapi-
qa.nci.nih.gov/evsapi42/Home.action

 main menu begins http://evsapi-
qa.nci.nih.gov/evsapi42/Home.action

 anchor to skip main menu http://evsapi-
qa.nci.nih.gov/evsapi42/Home.action

 link 1 begins http://evsapi-
qa.nci.nih.gov/evsapi42/Home.action

 link 1 ends http://evsapi-
qa.nci.nih.gov/evsapi42/Home.action

 link 2 ends http://evsapi-
qa.nci.nih.gov/evsapi42/Home.action

 main menu ends http://evsapi-
qa.nci.nih.gov/evsapi42/Home.action

_____ main content begins _____ http://evsapi-
qa.nci.nih.gov/evsapi42/Home.action

 target of anchor to skip menus http://evsapi-
qa.nci.nih.gov/evsapi42/Home.action

 welcome begins http://evsapi-
qa.nci.nih.gov/evsapi42/Home.action

 welcome ends http://evsapi-
qa.nci.nih.gov/evsapi42/Home.action

 sidebar begins http://evsapi-
qa.nci.nih.gov/evsapi42/Home.action

 login/continue form begins http://evsapi-
qa.nci.nih.gov/evsapi42/Home.action

 login ends http://evsapi-
qa.nci.nih.gov/evsapi42/Home.action

10/29/2008 8:34:25 AM 78/89



Comment URL

 what's new begins http://evsapi-
qa.nci.nih.gov/evsapi42/Home.action

10/29/2008 8:34:25 AM 79/89



Comment URL

10/29/2008 8:34:25 AM 80/89



Comment URL

<tr>

<td 
class="sidebarTitle" height="20">

WHAT'S NEW

</td>

</tr>

<tr>

<td 
class="sidebarContent">

   <br>

   <br>

</td>

</tr>

<tr>

<td 
class="sidebarContent">

<ul>

<li>

New User Interface

</li>

<li>

New hierarchical package/class browsing

</li>

<li>

New single-session authentication

</li>

</ul>

</td>

</tr>

http://evsapi-
qa.nci.nih.gov/evsapi42/Home.action

10/29/2008 8:34:25 AM 81/89



Comment URL

 what's new ends http://evsapi-
qa.nci.nih.gov/evsapi42/Home.action

 did you know? begins http://evsapi-
qa.nci.nih.gov/evsapi42/Home.action

<tr>

<td 
class="sidebarTitle" height="20">

DID 
YOU KNOW?

</td>

</tr>

<tr>

<td 
class="sidebarContent" valign="top">

&nbsp;

</td>

</tr>

http://evsapi-
qa.nci.nih.gov/evsapi42/Home.action

 did you know? ends http://evsapi-
qa.nci.nih.gov/evsapi42/Home.action

 spacer cell begins (keep for dynamic expanding) http://evsapi-
qa.nci.nih.gov/evsapi42/Home.action

 spacer cell ends http://evsapi-
qa.nci.nih.gov/evsapi42/Home.action

 sidebar ends http://evsapi-
qa.nci.nih.gov/evsapi42/Home.action

_____ main content ends _____ http://evsapi-
qa.nci.nih.gov/evsapi42/Home.action

 application ftr begins http://evsapi-
qa.nci.nih.gov/evsapi42/Home.action

10/29/2008 8:34:25 AM 82/89



Comment URL

 application ftr ends http://evsapi-
qa.nci.nih.gov/evsapi42/Home.action

 footer begins http://evsapi-
qa.nci.nih.gov/evsapi42/Home.action

 footer ends http://evsapi-
qa.nci.nih.gov/evsapi42/Home.action

 link 2 begins http://evsapi-
qa.nci.nih.gov/evsapi42/ShowDynamicTree.acti
on;jsessionid=1201929C4D1AADD9A69B16B41
ED09D83

 link 3 begins http://evsapi-
qa.nci.nih.gov/evsapi42/ShowDynamicTree.acti
on;jsessionid=1201929C4D1AADD9A69B16B41
ED09D83

 link 3 ends http://evsapi-
qa.nci.nih.gov/evsapi42/ShowDynamicTree.acti
on;jsessionid=1201929C4D1AADD9A69B16B41
ED09D83

NewPage http://evsapi-
qa.nci.nih.gov/evsapi42/docs/index.html

 Generated by javadoc on Wed Sep 24 15:37:43 
EDT 2008

http://evsapi-
qa.nci.nih.gov/evsapi42/docs/index.html

 Generated by javadoc (build 1.5.0_15) on Wed Sep 
24 15:37:43 EDT 2008 

http://evsapi-
qa.nci.nih.gov/evsapi42/docs/overview-
frame.html

 ========= START OF TOP NAVBAR ======= http://evsapi-
qa.nci.nih.gov/evsapi42/docs/overview-
summary.html

http://evsapi-
qa.nci.nih.gov/evsapi42/docs/overview-
summary.html

 ========= END OF TOP NAVBAR ========= http://evsapi-
qa.nci.nih.gov/evsapi42/docs/overview-
summary.html

 ======= START OF BOTTOM NAVBAR ====== http://evsapi-
qa.nci.nih.gov/evsapi42/docs/overview-
summary.html

 ======== END OF BOTTOM NAVBAR ======= http://evsapi-
qa.nci.nih.gov/evsapi42/docs/overview-
summary.html

 ======== START OF CLASS DATA ======== http://evsapi-
qa.nci.nih.gov/evsapi42/docs/gov/nih/nci/evs/do
main/Association.html

 =========== FIELD SUMMARY ===========  http://evsapi-
qa.nci.nih.gov/evsapi42/docs/gov/nih/nci/evs/do
main/Association.html

10/29/2008 8:34:25 AM 83/89



Comment URL

 ======== CONSTRUCTOR SUMMARY ========  http://evsapi-
qa.nci.nih.gov/evsapi42/docs/gov/nih/nci/evs/do
main/Association.html

 ========== METHOD SUMMARY ===========  http://evsapi-
qa.nci.nih.gov/evsapi42/docs/gov/nih/nci/evs/do
main/Association.html

 ============ FIELD DETAIL =========== http://evsapi-
qa.nci.nih.gov/evsapi42/docs/gov/nih/nci/evs/do
main/Association.html

 ========= CONSTRUCTOR DETAIL ======== http://evsapi-
qa.nci.nih.gov/evsapi42/docs/gov/nih/nci/evs/do
main/Association.html

 ============ METHOD DETAIL ========== http://evsapi-
qa.nci.nih.gov/evsapi42/docs/gov/nih/nci/evs/do
main/Association.html

 ========= END OF CLASS DATA ========= http://evsapi-
qa.nci.nih.gov/evsapi42/docs/gov/nih/nci/evs/do
main/Association.html

Cookies

Name Value URL

A357C549F3E1F2C6
8DD9E174B32703D1

JSESSIONID

14506B78735841497
CDAEE27B6A7F173

JSESSIONID http://evsapi-
qa.nci.nih.gov/evsapi42/Home.action

1201929C4D1AADD9
A69B16B41ED09D83

JSESSIONID http://evsapi-
qa.nci.nih.gov/evsapi42/Home.action

Application URLs

• http://evsapi-qa.nci.nih.gov/

• http://evsapi-qa.nci.nih.gov/evsapi42

• http://evsapi-qa.nci.nih.gov/evsapi42/

• http://evsapi-qa.nci.nih.gov/evsapi42/Accessibility.jsp

• http://evsapi-qa.nci.nih.gov/evsapi42/ApplicationSupport.jsp

• http://evsapi-qa.nci.nih.gov/evsapi42/ContactUs.jsp

• http://evsapi-qa.nci.nih.gov/evsapi42/Disclaimer.jsp

• http://evsapi-qa.nci.nih.gov/evsapi42/Home.action

• http://evsapi-qa.nci.nih.gov/evsapi42/PrivacyNotice.jsp

• http://evsapi-qa.nci.nih.gov/evsapi42/ShowDynamicTree.action

• http://evsapi-qa.nci.nih.gov/evsapi42/ShowDynamicTree.action;jsessionid=
1201929C4D1AADD9A69B16B41ED09D83

• http://evsapi-qa.nci.nih.gov/evsapi42/docs

• http://evsapi-qa.nci.nih.gov/evsapi42/script.js

10/29/2008 8:34:25 AM 84/89



• http://evsapi-qa.nci.nih.gov/evsapi42/docs/

• http://evsapi-qa.nci.nih.gov/evsapi42/docs/allclasses-frame.html

• http://evsapi-qa.nci.nih.gov/evsapi42/docs/allclasses-noframe.html

• http://evsapi-qa.nci.nih.gov/evsapi42/docs/constant-values.html

• http://evsapi-qa.nci.nih.gov/evsapi42/docs/deprecated-list.html

• http://evsapi-qa.nci.nih.gov/evsapi42/docs/help-doc.html

• http://evsapi-qa.nci.nih.gov/evsapi42/docs/index-all.html

• http://evsapi-qa.nci.nih.gov/evsapi42/docs/index.html

• http://evsapi-qa.nci.nih.gov/evsapi42/docs/overview-frame.html

• http://evsapi-qa.nci.nih.gov/evsapi42/docs/overview-summary.html

• http://evsapi-qa.nci.nih.gov/evsapi42/docs/overview-tree.html

• http://evsapi-qa.nci.nih.gov/evsapi42/docs/serialized-form.html

• http://evsapi-qa.nci.nih.gov/evsapi42/images/

• http://evsapi-qa.nci.nih.gov/evsapi42/struts/

• http://evsapi-qa.nci.nih.gov/evsapi42/struts/CommonFunctions.js

• http://evsapi-qa.nci.nih.gov/evsapi42/docs/gov/

• http://evsapi-qa.nci.nih.gov/evsapi42/docs/resources/

• http://evsapi-qa.nci.nih.gov/evsapi42/docs/gov/nih/

• http://evsapi-qa.nci.nih.gov/evsapi42/docs/gov/nih/nci/

• http://evsapi-qa.nci.nih.gov/evsapi42/docs/gov/nih/nci/evs/

• http://evsapi-qa.nci.nih.gov/evsapi42/docs/gov/nih/nci/evs/annotation/

• http://evsapi-qa.nci.nih.gov/evsapi42/docs/gov/nih/nci/evs/annotation/LazyLoad.html

• http://evsapi-qa.nci.nih.gov/evsapi42/docs/gov/nih/nci/evs/annotation/package-frame.html

• http://evsapi-qa.nci.nih.gov/evsapi42/docs/gov/nih/nci/evs/annotation/package-summary.html

• http://evsapi-qa.nci.nih.gov/evsapi42/docs/gov/nih/nci/evs/annotation/package-tree.html

• http://evsapi-qa.nci.nih.gov/evsapi42/docs/gov/nih/nci/evs/annotation/package-use.html

• http://evsapi-qa.nci.nih.gov/evsapi42/docs/gov/nih/nci/evs/domain/

• http://evsapi-qa.nci.nih.gov/evsapi42/docs/gov/nih/nci/evs/domain/Association.html

• http://evsapi-qa.nci.nih.gov/evsapi42/docs/gov/nih/nci/evs/domain/Atom.html

• http://evsapi-qa.nci.nih.gov/evsapi42/docs/gov/nih/nci/evs/domain/AttributeSetDescriptor.html

• http://evsapi-qa.nci.nih.gov/evsapi42/docs/gov/nih/nci/evs/domain/Definition.html

• http://evsapi-qa.nci.nih.gov/evsapi42/docs/gov/nih/nci/evs/domain/DescLogicConcept.html

• http://evsapi-qa.nci.nih.gov/evsapi42/docs/gov/nih/nci/evs/domain/EdgeProperties.html

• http://evsapi-qa.nci.nih.gov/evsapi42/docs/gov/nih/nci/evs/domain/EditActionDate.html

• http://evsapi-qa.nci.nih.gov/evsapi42/docs/gov/nih/nci/evs/domain/History.html

• http://evsapi-qa.nci.nih.gov/evsapi42/docs/gov/nih/nci/evs/domain/HistoryRecord.html

• http://evsapi-qa.nci.nih.gov/evsapi42/docs/gov/nih/nci/evs/domain/MetaThesaurusConcept.html

• http://evsapi-qa.nci.nih.gov/evsapi42/docs/gov/nih/nci/evs/domain/Property.html

• http://evsapi-qa.nci.nih.gov/evsapi42/docs/gov/nih/nci/evs/domain/Qualifier.html

• http://evsapi-qa.nci.nih.gov/evsapi42/docs/gov/nih/nci/evs/domain/Role.html

• http://evsapi-qa.nci.nih.gov/evsapi42/docs/gov/nih/nci/evs/domain/SemanticType.html

• http://evsapi-qa.nci.nih.gov/evsapi42/docs/gov/nih/nci/evs/domain/Silo.html

• http://evsapi-qa.nci.nih.gov/evsapi42/docs/gov/nih/nci/evs/domain/Source.html

• http://evsapi-qa.nci.nih.gov/evsapi42/docs/gov/nih/nci/evs/domain/TreeNode.html

10/29/2008 8:34:25 AM 85/89



• http://evsapi-qa.nci.nih.gov/evsapi42/docs/gov/nih/nci/evs/domain/Vocabulary.html

• http://evsapi-qa.nci.nih.gov/evsapi42/docs/gov/nih/nci/evs/domain/package-frame.html

• http://evsapi-qa.nci.nih.gov/evsapi42/docs/gov/nih/nci/evs/domain/package-summary.html

• http://evsapi-qa.nci.nih.gov/evsapi42/docs/gov/nih/nci/evs/domain/package-tree.html

• http://evsapi-qa.nci.nih.gov/evsapi42/docs/gov/nih/nci/evs/domain/package-use.html

• http://evsapi-qa.nci.nih.gov/evsapi42/docs/gov/nih/nci/evs/security/

• http://evsapi-qa.nci.nih.gov/evsapi42/docs/gov/nih/nci/evs/security/SecurityToken.html

• http://evsapi-qa.nci.nih.gov/evsapi42/docs/gov/nih/nci/evs/security/package-frame.html

• http://evsapi-qa.nci.nih.gov/evsapi42/docs/gov/nih/nci/evs/security/package-summary.html

• http://evsapi-qa.nci.nih.gov/evsapi42/docs/gov/nih/nci/evs/security/package-tree.html

• http://evsapi-qa.nci.nih.gov/evsapi42/docs/gov/nih/nci/evs/security/package-use.html

• http://evsapi-qa.nci.nih.gov/evsapi42/docs/gov/nih/nci/evs/annotation/class-use/

• http://evsapi-qa.nci.nih.gov/evsapi42/docs/gov/nih/nci/evs/annotation/class-use/LazyLoad.html

• http://evsapi-qa.nci.nih.gov/evsapi42/docs/gov/nih/nci/evs/domain/class-use/

• http://evsapi-qa.nci.nih.gov/evsapi42/docs/gov/nih/nci/evs/domain/class-use/Association.html

• http://evsapi-qa.nci.nih.gov/evsapi42/docs/gov/nih/nci/evs/domain/class-use/Atom.html

• http://evsapi-qa.nci.nih.gov/evsapi42/docs/gov/nih/nci/evs/domain/class-
use/AttributeSetDescriptor.html

• http://evsapi-qa.nci.nih.gov/evsapi42/docs/gov/nih/nci/evs/domain/class-use/Definition.html

• http://evsapi-qa.nci.nih.gov/evsapi42/docs/gov/nih/nci/evs/domain/class-
use/DescLogicConcept.html

• http://evsapi-qa.nci.nih.gov/evsapi42/docs/gov/nih/nci/evs/domain/class-use/EdgeProperties.html

• http://evsapi-qa.nci.nih.gov/evsapi42/docs/gov/nih/nci/evs/domain/class-use/EditActionDate.html

• http://evsapi-qa.nci.nih.gov/evsapi42/docs/gov/nih/nci/evs/domain/class-use/History.html

• http://evsapi-qa.nci.nih.gov/evsapi42/docs/gov/nih/nci/evs/domain/class-use/HistoryRecord.html

• http://evsapi-qa.nci.nih.gov/evsapi42/docs/gov/nih/nci/evs/domain/class-
use/MetaThesaurusConcept.html

• http://evsapi-qa.nci.nih.gov/evsapi42/docs/gov/nih/nci/evs/domain/class-use/Property.html

• http://evsapi-qa.nci.nih.gov/evsapi42/docs/gov/nih/nci/evs/domain/class-use/Qualifier.html

• http://evsapi-qa.nci.nih.gov/evsapi42/docs/gov/nih/nci/evs/domain/class-use/Role.html

• http://evsapi-qa.nci.nih.gov/evsapi42/docs/gov/nih/nci/evs/domain/class-use/SemanticType.html

• http://evsapi-qa.nci.nih.gov/evsapi42/docs/gov/nih/nci/evs/domain/class-use/Silo.html

• http://evsapi-qa.nci.nih.gov/evsapi42/docs/gov/nih/nci/evs/domain/class-use/Source.html

• http://evsapi-qa.nci.nih.gov/evsapi42/docs/gov/nih/nci/evs/domain/class-use/TreeNode.html

• http://evsapi-qa.nci.nih.gov/evsapi42/docs/gov/nih/nci/evs/domain/class-use/Vocabulary.html

• http://evsapi-qa.nci.nih.gov/evsapi42/docs/gov/nih/nci/evs/security/class-use/

• http://evsapi-qa.nci.nih.gov/evsapi42/docs/gov/nih/nci/evs/security/class-use/SecurityToken.html

• http://evsapi-qa.nci.nih.gov/evsapi42/struts/ajax/

• http://evsapi-qa.nci.nih.gov/evsapi42/struts/ajax/dojoRequire.js

• http://evsapi-qa.nci.nih.gov/evsapi42/struts/dojo/

• http://evsapi-qa.nci.nih.gov/evsapi42/struts/dojo/dojo.js

• http://evsapi-qa.nci.nih.gov/evsapi42/struts/simple/

• http://evsapi-qa.nci.nih.gov/evsapi42/struts/simple/dojoRequire.js

• http://evsapi-qa.nci.nih.gov/evsapi42/struts/dojo/src/

• http://evsapi-qa.nci.nih.gov/evsapi42/struts/dojo/src/event.js

10/29/2008 8:34:25 AM 86/89



• http://evsapi-qa.nci.nih.gov/evsapi42/struts/dojo/src/html.js

• http://evsapi-qa.nci.nih.gov/evsapi42/struts/dojo/src/math.js

• http://evsapi-qa.nci.nih.gov/evsapi42/struts/dojo/src/style.js

• http://evsapi-qa.nci.nih.gov/evsapi42/struts/dojo/src/animation/

• http://evsapi-qa.nci.nih.gov/evsapi42/struts/dojo/src/animation/Animation.js

• http://evsapi-qa.nci.nih.gov/evsapi42/struts/dojo/src/animation/__package__.js

• http://evsapi-qa.nci.nih.gov/evsapi42/struts/dojo/src/event/

• http://evsapi-qa.nci.nih.gov/evsapi42/struts/dojo/src/event/__package__.js

• http://evsapi-qa.nci.nih.gov/evsapi42/struts/dojo/src/event/topic.js

• http://evsapi-qa.nci.nih.gov/evsapi42/struts/dojo/src/fx/

• http://evsapi-qa.nci.nih.gov/evsapi42/struts/dojo/src/fx/html.js

• http://evsapi-qa.nci.nih.gov/evsapi42/struts/dojo/src/graphics/

• http://evsapi-qa.nci.nih.gov/evsapi42/struts/dojo/src/graphics/color.js

• http://evsapi-qa.nci.nih.gov/evsapi42/struts/dojo/src/lang/

• http://evsapi-qa.nci.nih.gov/evsapi42/struts/dojo/src/lang/__package__.js

• http://evsapi-qa.nci.nih.gov/evsapi42/struts/dojo/src/math/

• http://evsapi-qa.nci.nih.gov/evsapi42/struts/dojo/src/math/curves.js

• http://evsapi-qa.nci.nih.gov/evsapi42/struts/dojo/src/uri/

• http://evsapi-qa.nci.nih.gov/evsapi42/struts/dojo/src/uri/Uri.js

• http://evsapi-qa.nci.nih.gov/evsapi42/struts/dojo/src/uri/__package__.js

• http://evsapi-qa.nci.nih.gov/evsapi42/struts/dojo/src/widget/

• http://evsapi-qa.nci.nih.gov/evsapi42/struts/dojo/src/widget/Container.js

• http://evsapi-qa.nci.nih.gov/evsapi42/struts/dojo/src/widget/DomWidget.js

• http://evsapi-qa.nci.nih.gov/evsapi42/struts/dojo/src/widget/HtmlWidget.js

• http://evsapi-qa.nci.nih.gov/evsapi42/struts/dojo/src/widget/Manager.js

• http://evsapi-qa.nci.nih.gov/evsapi42/struts/dojo/src/widget/Parse.js

• http://evsapi-qa.nci.nih.gov/evsapi42/struts/dojo/src/widget/Tree.js

• http://evsapi-qa.nci.nih.gov/evsapi42/struts/dojo/src/widget/Widget.js

• http://evsapi-qa.nci.nih.gov/evsapi42/struts/dojo/src/widget/__package__.js

• http://evsapi-qa.nci.nih.gov/evsapi42/struts/dojo/src/xml/

• http://evsapi-qa.nci.nih.gov/evsapi42/struts/dojo/src/xml/Parse.js

• http://evsapi-qa.nci.nih.gov/evsapi42/struts/dojo/src/widget/html/

• http://evsapi-qa.nci.nih.gov/evsapi42/struts/dojo/src/widget/html/Container.js

10/29/2008 8:34:25 AM 87/89



Advisories & Fix RecommendationsAdvisories & Fix RecommendationsAdvisories & Fix RecommendationsAdvisories & Fix Recommendations

Web Application Source Code Disclosure Pattern Found

Application

WASC Threat Classification

Information Disclosure: Information Leakage

http://www.webappsec.org/projects/threat/classes/information_leakage.shtml

CVE Reference(s)

N/A

Security Risks

It is possible to retrieve the source code of server-side scripts, which may expose the application logic 
and other sensitive information such as usernames and passwords

Possible Causes

Latest patches or hotfixes for 3rd. party products were not installed
Temporary files were left in production environment
Debugging information was left by the programmer in web pages

Technical Description

AppScan detected a response contaning fragments of application source code.
Application source code should not be accessible to web users, as it may contain sensitive application 
information and back-end logic.
While such leakage does not necessarily represent a breach in security, it can give an attacker useful 
guidance for future exploitation. Leakage of sensitive information may carry various levels of risk and 
should be limited whenever possible.

General Fix Recommendations

There are many ways a web application can be coaxed into revealing application source code.
To ensure that your application does not allow web users access to source code:
[1] Check that all system patches related to source code disclosure are installed.
[2] Check that no application source code is left in HTML comments.
[3] Check that all source code files are removed from the production environment.

References and Relevant Links

N/A
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Insecure HTTP Methods Enabled

Infrastructure

WASC Threat Classification

Client-side Attacks: Content Spoofing

http://www.webappsec.org/projects/threat/classes/content_spoofing.shtml

CVE Reference(s)

N/A

Security Risks

It is possible to upload, modify or delete web pages, scripts and files on the web server

Possible Causes

The web server or application server are configured in an insecure way

Technical Description

It seems that the web server is configured to allow one (or more) of the following HTTP methods 
(verbs):
- DELETE
- SEARCH
- COPY
- MOVE
- PROPFIND
- PROPPATCH
- MKCOL
- LOCK
- UNLOCK
These methods may indicate that WebDAV is enabled on the server, and may allow unauthorized 
users to exploit it.

General Fix Recommendations

If you do not need WebDAV enabled on your server, make sure that you either disable it, or disallow 
HTTP methods (verbs) that are unneeded.

References and Relevant Links

WASC Threat Classification: Content Spoofing
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